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ARTICLE INFO ABSTRACT
Keywords: Machine-learning-based Network Intrusion Detection Systems (NIDS) are vulnerable to adversarial evasion at-
Network intrusion detection tacks that exploit fixed decision boundaries. This paper presents a modular Active Defense System (ADS) that

Adversarial machine learning
Reinforcement learning
Active defense

Deep learning

orchestrates a co-evolutionary loop between reinforcement-learning (RL) attackers and an adaptive NIDS hard-
ening pipeline with explicit promotion criteria, augmented by an optional anomaly-detection Threat Analysis
Module (TAM). Unlike existing defenses that address attacker modeling and detector hardening in isolation, our
framework simultaneously integrates adaptive RL-driven attackers, a dedicated anomaly-detection pre-screening
layer and a closed-loop, guardrailed retraining pipeline with comprehensive cost reporting. Extensive experi-
ments on the DReLAB benchmark show that every static NIDS suffers complete malicious-class F1 collapse under
a mature RL attack, while headline accuracy remains deceptively high, an accuracy illusion rooted in class imbal-
ance. The proposed active defense loop restores detection to near-perfect levels across diverse classifier families,
with the top configuration achieving a post-hardening F1 of 1.0000. Four RL attackers are compared: Advantage
Actor-Critic (A2C), Proximal Policy Optimization (PPO), Double Deep Q-Network (DDQN) and Soft Actor-Critic
(SAC). A2C achieves identical damage at approximately 15x lower energy cost and wall-clock time than SAC,
making it the most operationally relevant threat. Four TAM detectors are evaluated: Autoencoder (AE), Isola-
tion Forest (IF), a vanilla Generative Adversarial Network (GAN) and Wasserstein GAN with Gradient Penalty
(WGAN-GP). WGAN-GP emerges as the most reliable detector overall, sustaining a macro-averaged Adversar-
ial Detection Rate of 96.9% across all attacker families, including ~99% against the strongest adversary, while
maintaining the lowest benign false-positive rate and highest precision-recall area. Supplementary validation
on CICIDS2017, constrained perturbations, multi-seed analysis and benign-side detector evaluation confirm the
consistency of these findings. The results should be interpreted as evidence from a controlled adversarial-learning
framework rather than as proof of deployment-ready effectiveness on arbitrary enterprise traffic.

1. Introduction and policy violations [1]. Traditionally, NIDS operated using signature-
based detection, which is effective against known threats but fails to

In an era of ubiquitous connectivity, the security of digital networks identify novel or zero-day attacks. To address this, the field has widely

is paramount. Network Intrusion Detection Systems (NIDS) serve as the adopted anomaly-based detection, leveraging machine learning (ML) to
frontline defense, monitoring network traffic for malicious activities learn the patterns of normal behavior and flag deviations [2]. Models
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ranging from classic ensembles such as Random Forests to complex Deep
Neural Networks (DNNs) have achieved high accuracy in classifying net-
work traffic.

However, the very ML models that empower modern NIDS have
themselves become targets. The field of adversarial machine learning
has shown that ML models are vulnerable to adversarial examples,
which are inputs intentionally crafted with small perturbations that in-
duce misclassification [3]. In the context of cybersecurity, an attacker
can subtly modify malicious payloads to make them appear benign to
an ML-based NIDS, effectively creating a security blind spot. Initial ad-
versarial attacks were often white-box, requiring full knowledge of the
target model. Today, attackers are far more sophisticated, employing
black-box strategies and reinforcement learning (RL) to probe a target
NIDS and iteratively learn a policy for generating successful adversarial
samples with minimal effort [4]. This new class of intelligent, adaptive
adversaries renders static, passively-trained NIDS architectures brittle
and unreliable. A defense system that is trained once and then deployed
is destined to fail against an attacker that can learn and adapt to its deci-
sion boundaries. This necessitates a paradigm shift from passive defense
to active defense.

At the same time, a realistic assessment must distinguish between
controlled adversarial-ML stress testing and operational validation. The
goal of this paper is the former: to show, under a transparent and repro-
ducible protocol, how static NIDS can fail against adaptive RL attack-
ers and how a structured hardening loop can restore robustness. Ac-
cordingly, the present study emphasizes mechanism, measurement and
controlled comparison rather than claiming that the resulting system is
production-ready for arbitrary networks, traffic mixes, or deployment
environments. To further strengthen internal and external validity, we
conducted four supplementary validation experiments whose outcomes
are integrated throughout the paper: (i) replication of the full pipeline
on the CICIDS2017 dataset, (ii) a constrained-perturbation ablation that
restricts feature changes to semantically mutable traffic attributes, (iii)
five-seed variance analysis of the main configurations and (iv) benign-
side evaluation of all TAM detectors. In each case, the qualitative con-
clusions remain consistent with the primary DReLAB results.

An Active Defense System (ADS) does not merely classify threats; it
anticipates, interacts with and learns from them. It is a dynamic, closed-
loop system that hardens its defenses in response to observed attacks
[5-7]. Our core innovation is the design, implementation and rigorous
empirical evaluation of a comprehensive, modular ADS framework tai-
lored for NIDS security. Unlike most prior works, which examine these
subsystems in isolation, our framework treats them as a unified whole.
It orchestrates a co-evolutionary arms race between sophisticated RL
attackers and a layered, adaptive defense. The novelty lies in its auto-
mated, full-lifecycle approach: detecting evasions, analyzing them with
optional anomaly detectors and using them as a curriculum for a sys-
tematic hardening process with auditable promotion criteria.

Building on the active defense paradigm outlined above, we intro-
duce a unified intrusion-detection testbed that jointly (i) models the ad-
versary as a continuous-control reinforcement learning agent, instantiat-
ing Soft Actor-Critic (SAC), Proximal Policy Optimization (PPO) and
A2C! and (ii) interposes a front-loaded Threat Analysis Module (TAM)
whose density estimators, specifically a vanilla GAN and a Wasser-
stein GAN with Gradient Penalty (WGAN-GP) critic, screen every
probe before it reaches the production NIDS. The TAM verdict is injected
into the attacker reward, while flagged samples drive a hardening loop
with explicit promotion criteria. To the best of our knowledge, earlier
active-defense studies have not jointly integrated this pre-screening and
reward-shaping layer within a guardrailed retraining loop. Together,
these two components form the backbone of our hierarchical frame-

! To the best of our knowledge, prior IDS studies have primarily focused on
discrete DDQN-like settings or gradient heuristics rather than this combination
of continuous-control RL attackers for adversarial network-traffic generation.

Journal of Information Security and Applications 100 (2026) 104496

work, enabling cost-aware, co-evolutionary evaluation of adaptive at-
tacks and adaptive defenses. In summary, this paper presents a compre-
hensive active defense framework designed, implemented and evaluated
empirically for NIDS security. Our system is built on a hierarchical and
modular architecture, enabling systematic evaluation of different com-
ponents. The primary contributions of this work are:

1. A Modular Active Defense Framework: We present a complete,
end-to-end system that allows for plug-and-play comparison of var-
ious NIDS models, anomaly detectors and adversarial attackers, fa-
cilitating rigorous and reproducible investigation of the dynamics of
cyber arms races.

2. Sophisticated Adversarial Simulation: We model intelligent at-
tackers using a diverse suite of advanced reinforcement learning
agents, including continuous-action (Soft Actor-Critic, Proximal Pol-
icy Optimization, Advantage Actor-Critic) and discrete-action (Dou-
ble Deep Q-Network) algorithms, providing a realistic and challeng-
ing testbed for NIDS robustness.

3. Online Adaptive Retraining: The core of our active defense is an
online retraining loop. Successful adversarial samples are collected
and used to create a new training set, which then retrains the NIDS.
This allows the system to adapt its decision boundary and harden
itself against the attacker’s evolving strategy.

4. Comprehensive Empirical Analysis: We conduct an extensive set
of simulations and present the results, quantifying not only the per-
formance degradation of static systems and the recovery achieved
through active defense, but also why headline accuracy can remain
misleadingly high under severe class imbalance while malicious-
class F1 collapses. We identify the most effective attacker and the
most resilient defense configurations from dozens of combinations,
providing actionable insights and cost-benefit analysis (in time and
energy) for practitioners.

5. Controlled Stress-Test Perspective and Supplementary Valida-
tion: We position the framework explicitly as a controlled, leakage-
safe adversarial-learning testbed for studying collapse, detector-
assisted hardening and recovery dynamics. To test the robustness
of the findings beyond the primary corpus, we validate the collapse-
and-recovery pattern on CICIDS2017, assess attacker power under
semantically constrained perturbations, report five-seed variance for
the main configurations and measure benign-side detector precision
and false-positive rates. The consistency of results across all four
axes strengthens confidence in the framework while clearly delin-
eating the boundary between controlled evaluation and production
deployment.

The remainder of this paper is structured as follows. Section 2 re-
views the literature on ML-based NIDS, adversarial attacks and active
defense strategies. Section 3 presents the formal problem statement and
the high-level architecture of our proposed system. Section 4 provides a
detailed technical description of each component within the framework.
Section 5 presents and analyzes the empirical results from our simula-
tions. Section 6 synthesizes the findings into broader observations on
arms-race dynamics, novelty, deployment implications and limitations.
Finally, Section 7 concludes the paper and outlines promising directions
for future research.

2. Related work

This section reviews the foundational literature that underpins our
research, situating our contributions within three key domains. First, we
survey the evolution of machine learning for intrusion detection, from
classical algorithms to modern deep learning architectures. Then, we ex-
amine the parallel development of adversarial attacks, highlighting the
critical shift from white-box methods to sophisticated, black-box strate-
gies that leverage reinforcement learning. Finally, we analyze existing
defensive strategies, distinguishing between passive, static methods and
the dynamic, adaptive paradigm of active defense, which forms the basis
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Table 1
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Feature-level comparison of the proposed framework against representative recent adversarial-NIDS works. v/ = fully supported, X = not supported,
P = partial. Abbreviations: Acc = Accuracy, P = Precision, R = Recall, F1 = F1-Score, FPR = False Positive Rate, FNR = False Negative Rate,
MCC = Matthews Correlation Coefficient, ASR = Attack Success Rate, ADR = Adversarial Detection Rate, BIM = Basic Iterative Method, AT =
Adversarial Training, BB = Black-Box, WB = White-Box, DB = Decision-Based, SB = Score-Based.

Multi-Atk ~ Anomaly  Adaptive Cost
Work Attacker Type Comp. TAM Retrain Metrics  Eval. Metrics Dataset Threat
Model

Qiu et al. [24] Gradient X X X X Acc, ASR NSL-KDD, WB
(FGSM, C&W) UNSW

Tan et al. [25] Query-based P X X X Acc, ASR, F1 CIC-IDS2018 DB BB
(mutation)

Debicha et al. [26] DRL (DQN) X X X X Acc, F1, ASR CTU-13 SB BB

Debicha et al. [28] Multiple (5 v X X X Acc, P, R, F1, ASR CIC-IDS2018 DB BB
types)

Roshan & Zafar [38] Gradient X X X X Acc, P, R, F1 NSL-KDD, WB
(C&W) UNSW

Paya et al. [6] Gradient P P P X Acc, P, R, F1 CICIDS2017 WB
(FGSM, PGD)

Tafreshian & Raisi [36] Gradient P X X X Acc, FPR NSL-KDD, WB
(FGSM, PGD) UNSW

Awad et al. [37] Gradient v X X X Acc, P, R, F1 CICIDS2017, WB
(FGSM, PGD, NSL-KDD
BIM)

Rivas et al. [29] Multi-agent RL P X v X Acc, F1 CICIDS2017 BB

Naeem et al. [39] Gradient P v X X Acc, P, R, F1, AUC NSL-KDD, WB
(FGSM, PGD, UNSW
C&W)

Uddin et al. [15] DRL (DQN) X X P X Acc, P, R, F1 NF-BoT-IoT BB

Heydari etal. [41] Gradient P X X X Acc, P, R, F1 CICIDS2017 WB
(FGSM, PGD)

Hitaj et al. [27] Survey P X X X Survey (various) Multiple Multiple
(multiple)

Zhang et al. [42] Gradient + P X X X Acc, F1 NSL-KDD WB + BB
query

This work RL (SAC, PPO, v v/ v Acc, P, R, F1, FPR, DReLAB SB BB
A2C, DDQN) FNR, MCC, ASR, ADR,

¢,, ¢, Time, Energy

of our work. To provide readers with a structured basis for interpreting
the design choices of our framework, we close with a compact feature-
level comparison against representative recent studies (Table 1). Our
research builds upon several interconnected domains: ML-based intru-
sion detection, adversarial attacks against ML models and active defense
systems.

2.1. Machine learning for intrusion detection

The application of machine learning to network intrusion detection
has a substantial history. Early works employed conventional algorithms
such as Support Vector Machines (SVMs), Naive Bayes and Decision
Trees. Ensemble methods subsequently gained prominence owing to
their robustness and strong generalization performance. Breiman [8]
introduced the Random Forest (RF) algorithm, which has been widely
applied to NIDS tasks. Chen et al. [9] developed XGBoost, a gradient
boosting framework that is often a top performer in classification com-
petitions and has been successfully used for intrusion detection.

With the rise of deep learning, researchers began applying vari-
ous neural network architectures to NIDS. Artificial Neural Networks
(ANNs) and deeper Deep Neural Networks (DNNs) have shown the abil-
ity to learn complex, non-linear relationships in network traffic data,
often outperforming classical models [10]. Furthermore, Generative Ad-
versarial Networks (GANs), introduced by Goodfellow et al. [11], have
been used not only for data augmentation but also as classifiers or
anomaly detectors, where the discriminator’s ability to distinguish real
from fake data is repurposed to identify anomalous network flows [12].
Yan et al. proposed PerFLID, a personalized federated meta-learning
intrusion detection approach for IoT; its key strength is improved detec-
tion under non-IID traffic distributions through personalized federated
learning. However, PerFLID primarily targets distribution heterogeneity

across clients and does not explicitly evaluate robustness under adver-
sarially crafted evasion traffic, leaving the active hardening dimension
unaddressed [13].

Hore et al. [14] proposed a sequential deep learning framework
combining Long Short-Term Memory (LSTM) with deep reinforcement
learning for robust NIDS, reporting strong detection performance on CI-
CIDS2017; a notable strength is the integration of sequential modeling
with RL-based decision-making. However, their approach targets single-
model robustness without an adaptive retraining loop and does not eval-
uate resilience against RL-driven evasion agents that actively learn to
bypass the detector. Uddin et al. [15] introduced a DRL-based NIDS
with stacked LSTMs for zero-day attack detection, achieving high ac-
curacy on unseen attack types through learned feature representations;
yet their framework lacks a secondary anomaly-detection front-end and
does not quantify the computational cost (time, energy) of the adapta-
tion process. Our work complements these efforts by embedding diverse
NIDS architectures within a closed-loop hardening framework that ex-
plicitly measures both security recovery and operational cost under con-
trolled adversarial conditions.

2.2. Adversarial attacks on machine learning models

The vulnerability of ML models to adversarial examples was fa-
mously highlighted by Szegedy et al. [16]. Goodfellow et al. [3] pro-
posed the Fast Gradient Sign Method (FGSM), a simple yet effective
white-box attack that linearizes the loss function to compute a pertur-
bation. Many more powerful attacks have since been developed, such as
the Projected Gradient Descent (PGD) attack [17].

While these attacks are potent, they often assume a white-box set-
ting. In cybersecurity, attackers rarely have full access to the target
model. This has led to the development of black-box attacks, which rely
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on querying the model and observing its outputs. A powerful class of
black-box attacks uses reinforcement learning, where an agent is trained
to find an optimal policy for perturbing inputs to cause misclassifica-
tion. The NIDS is treated as an environment and the agent receives
rewards for successful evasions. This approach has been shown to be
highly effective for generating robust adversarial examples against mal-
ware classifiers and NIDS [18]. Our work simulates this advanced threat
by using DDQN [19], SAC [20], PPO [21] and A2C [22] as our adver-
sarial agents. Complementary to these RL-based agents, Wang et al. in-
troduced ProGen, a projection-based traffic-space attack that bypasses
multi-class NIDS while preserving protocol semantics [23].

Recent NIDS-focused studies increasingly emphasize feasibility con-
straints beyond abstract feature perturbations. Qiu et al. [24] inves-
tigated adversarial attacks against intrusion detection in IoT settings,
demonstrating that carefully crafted perturbations can significantly de-
grade detection accuracy; a strength is the focus on IoT-specific con-
straints, but the attack formulation operates primarily at the feature
level and may not always map to protocol-valid packet or flow trans-
formations. Tan et al. [25] advanced realism by mutating live network
traffic to evade learning-based NIDS, achieving evasion success rates
of up to 35.7% by altering only time-based features; nevertheless, the
contribution is centered on evasion generation and does not co-design
an adaptive hardening mechanism that learns online from observed at-
tacker behavior. Debicha et al. [26] introduced Adv-Bot to create re-
alistic adversarial botnet traffic against NIDS, with strong realism for
botnet-like behaviors and validation on contemporary datasets; yet the
approach remains scenario- and behavior-dependent and does not di-
rectly address general-purpose, adaptive (policy-driven) evasion across
heterogeneous attack classes.

Ennaji et al. [27] provided a comprehensive survey of adversar-
ial challenges specific to NIDS, introducing a taxonomy that accounts
for feature interdependency and traffic-space realizability, a valuable
analytical contribution; however, the work does not implement or eval-
uate active defense mechanisms. Debicha et al. [28] presented TIKI-
TAKA, a framework for assessing the robustness of deep-learning NIDS
against five attack types including decision-based black-box attacks
and proposed model-voting ensembling and query detection as de-
fenses that restore detection rates to near 100%; a limitation is that
their defense strategies are static and do not include online retrain-
ing against adaptive, learning-based attackers. Rivas et al. [29] re-
cently proposed a multi-agent RL framework that models adversarial
concept drift with active and continual learning; while their agent-
based drift adaptation is novel and captures strategic evolution be-
tween attacker and defender, they do not incorporate a pre-screening
anomaly-detection module (analogous to our TAM) or report energy
costs.

While the adversarial ML works cited above have focused primar-
ily on computer vision and general machine learning, a substantial
body of research has emerged that examines adversarial attacks specif-
ically against network intrusion detection systems. He et al. [30] pro-
vide a comprehensive survey examining the fundamental differences
between adversarial learning in CV and NIDS domains, highlighting
that directly applying CV-based attacks to network traffic ignores crit-
ical domain-specific constraints such as feature interdependency and
traffic-space realizability. Lin et al. [31] proposed IDSGAN, leverag-
ing generative adversarial networks to craft adversarial network traffic
that evades detection. Alhajjar et al. [32] evaluated evolutionary com-
putation methods, including particle swarm optimization and genetic
algorithms, alongside GANs for adversarial example generation against
NIDS.

Apruzzese et al. [33] critically analyzed threat models in existing
NIDS adversarial research, identifying unrealistic assumptions about at-
tacker capabilities and proposing a framework for modeling feasible
attacks. More recently, Jmila and Ibn Khedher [34] provided a compar-
ative study of adversarial attacks on both shallow and deep learning-
based NIDS. These NIDS-specific works inform our threat model and
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highlight the need for domain-aware defensive mechanisms that our
framework provides.

2.3. Defenses against adversarial attacks

Research into defending against adversarial attacks has primarily
followed two paths: passive and active defense. Passive defenses aim
to build models that are inherently robust. Adversarial training, where
adversarial examples are generated and included in the training data,
is one of the most effective known defenses [17]. Other techniques in-
clude defensive distillation [35] and input transformations. While use-
ful, these methods require anticipating the types of attacks that will be
encountered and are less effective against adaptive attackers who can
find new vulnerabilities.

Active defenses, also known as adaptive defenses, are dynamic sys-
tems that respond to ongoing attacks. The concept is closely related to
Moving Target Defense (MTD), which seeks to make the attack surface
less static and predictable [5]. In the context of ML, active defense often
involves an online learning or retraining component. When an attack is
detected (or succeeds), the system analyzes it and updates the model to
be robust against that specific attack vector in the future. Our frame-
work exemplifies this philosophy: it formalizes the process of cap-
turing successful adversarial samples and incorporating them into
a systematic, auditable retraining loop that continuously hardens
the NIDS against evolving threats.

We note that while standard adversarial training with gradient-based
attacks (e.g., FGSM/PGD augmentation [17]) represents an important
baseline, our framework specifically targets the more challenging sce-
nario of adaptive, query-based RL attackers that do not require gradient
access and can evolve their strategies over time.

Tafreshian and Raisi [36] proposed a defensive framework that si-
multaneously integrates adversarial training, dataset balancing, ensem-
ble learning and feature engineering, reporting a 35% accuracy increase
under adversarial conditions on NSL-KDD and UNSW-NB15; a strength
is the multi-pronged combination of complementary techniques. How-
ever, the defense is applied as a one-time offline process and does not
adapt to evolving RL-driven attackers in a closed-loop fashion. Awad et
al. [37] presented a two-phase ensemble defense integrating adversar-
ial training, label smoothing and Gaussian augmentation during train-
ing with input transformation and feature squeezing at inference time;
while effective against gradient-based attacks such as FGSM and PGD,
the framework does not consider query-based RL attackers and does not
provide cost-benefit analysis in terms of time or energy. Roshan and
Zafar [38] introduced a two-phase defense combining Gaussian data
augmentation with feature squeezing against C&W white-box attacks,
demonstrating improved robustness for DNN-based NIDS; a strength is
the principled two-stage pipeline, but their limitation is the white-box
assumption and the absence of an adaptive retraining mechanism for
evolving threats.

Paya et al. [6] developed Apollon, a defense system that com-
bines adversarial detection with model hardening against multiple at-
tack types, achieving strong resilience on standard benchmarks; yet it re-
lies on pre-generated adversarial samples rather than a co-evolutionary
loop with learning attackers that discover novel evasion vectors over
time. Naeem et al. [39] proposed NIDS-DA, using deep autoencoders to
detect functionally preserved adversarial examples before they reach the
classifier; while their detection-first approach is complementary to ours
and addresses the critical constraint of functional preservation, they do
not integrate it into an end-to-end active defense pipeline with adaptive
retraining. Andreou et al. [40] proposed a DRL-driven Moving Target
Defense for network slice security, dynamically adapting defenses via
MDP modeling; their work validates the MTD paradigm we advocate and
demonstrates the effectiveness of DRL-based policy adaptation, but op-
erates at the network-slice level rather than at the NIDS classifier level.

Heydari etal. [41] proposed an adversarially trained neural-network
NIDS (ADV_NN) and reported improved resilience against common
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adversarial methods including FGSM and PGD; however, adversarial
training alone adds nontrivial training cost and may still miss unseen,
protocol-constrained mutations encountered in operation. Zhang et al.
[42] discuss multiple mechanisms for intrusion-detection robustness
(e.g., model voting/ensembling, adversarial training and query-aware
defenses), providing a useful taxonomy of defensive strategies; however,
these mechanisms are typically deployed as static protections and can
degrade under adaptive attackers that continuously refine their policies.
In contrast, our work treats robustness as an online decision-making ob-
jective and introduces a hierarchical active-defense process that adapts
its detection and mitigation policies based on observed attacker behav-
ior, closing the loop between attack observation and model hardening.

2.4. Comparative positioning

To provide readers with a structured basis for interpreting the con-
tributions of this work, Table 1 compares our framework against rep-
resentative recent studies across eight dimensions that are critical for
practical, deployable NIDS hardening: (i) the type of attacker model
employed (gradient-based, GAN-based, or RL-based); (ii) whether mul-
tiple attacker algorithms are compared; (iii) the presence of a secondary
anomaly-detection screening module; (iv) whether the defense strategy
is static (applied once) or incorporates adaptive/online retraining; (v)
whether cost metrics such as execution time and energy consumption are
reported; (vi) the primary evaluation metrics used; (vii) the dataset em-
ployed; and (viii) the threat-model assumption (white-box, score-based
black-box, or decision-based black-box).

As Table 1 shows, existing works typically address a subset of these
dimensions. Several proposals achieve strong detection under specific
attack families, for instance, Awad et al. [37] and Roshan and Zafar
[38] report high accuracy recovery against gradient-based white-box
attacks and Debicha et al. [28] demonstrate near-perfect restoration
via ensembling against decision-based attacks. However, none of these
works simultaneously (a) models the attacker as an adaptive, policy-
driven RL agent that evolves its strategy over time, (b) interposes a ded-
icated anomaly-detection Threat Analysis Module (TAM) before the re-
training buffer to filter poisoned or low-quality samples, (c) implements
a closed-loop, guardrailed adaptive retraining pipeline that hardens the
NIDS using curated adversarial curricula and (d) reports comprehensive
cost metrics (wall-clock time, energy in kWh) alongside standard de-
tection metrics to support cost-aware deployment decisions. Our frame-
work integrates these capabilities within a single, unified and repro-
ducible evaluation, enabling a direct, controlled comparison between
static and adaptive defenses under identical attacker conditions. This
integration is what distinguishes our approach and makes it well suited
for evaluating and hardening NIDS against the emerging class of intel-
ligent, adaptive adversaries.

3. Problem formulation and system architecture
3.1. Problem formulation

This section provides a formal basis for our active defense frame-
work. We begin by defining the core problem, mathematically formu-
lating the competing objectives of the Defender and the Attacker in the
context of network intrusion detection. We then specify the operational
constraints of our scenario by outlining a realistic score-based black-
box threat model. Finally, we present the high-level architecture of our
proposed Active Defense System (ADS), detailing its modular compo-
nents and the closed-loop workflow that enables the system to learn
from and adapt to sophisticated adversarial threats. More specifically,
we consider a scenario involving two primary actors: a Defender and
an Attacker. Throughout this paper, f, denotes the current operational
NIDS, f, denotes a candidate model after fine-tuning and fy« denotes
the promoted model that has passed all guardrail criteria. The adver-
sarial repository is denoted R,,;,, from which a sampled curriculum
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X0 is drawn for retraining. P, € [0, 1] refers exclusively to the NIDS
malicious-class probability output. These conventions apply uniformly
to all tables, algorithms and figures throughout the paper.

The Defender’s objective is to maintain a secure network by deploy-
ing a NIDS, denoted by a classification function f, : X — {0,1}, where
X CR? is the d-dimensional feature space of network traffic and the
labels represent benign (0) and adversarially perturbed botnet traffic
(1) classes in the DReLAB-derived corpus used throughout this study.
For readability, later references to the “malicious” or “positive” class
correspond to this adversarial-botnet class unless stated otherwise. The
Defender aims to maximize the detection rate of the positive class while
minimizing false alarms. Furthermore, in our active defense setting, the
Defender must also adapt its model parameters 6 over time to counter
the Attacker.

The Attacker’s objective is for a positive-class sample x, € X (an ad-
versarial botnet flow in the present DReLAB-derived setting, where the
true label is 1) to be misclassified by the NIDS as benign. The Attacker
achieves this by crafting a perturbed sample x/, = x, + &, where 6 is a
small perturbation vector. The Attacker’s goal is to find a perturbation
6 that solves the following optimization problem:

méin||5||p subjectto  fy(x, +6)=0 (€D)]

where || - ||, is an L,-norm, typically L,. This formulation captures the
dual goals of the attacker: successfully evading detection while keeping
the perturbation minimal to avoid corrupting the payload’s functionality
and to remain stealthy. In our work, we model the attacker as an RL
agent that learns a policy 7,,,..(s) — a to generate § for a given state
s =x,.

3.2. Threat model

The adversarial threat model assumed in this work is a score-based
black-box setting. The key characteristics are:

o Attacker’s Knowledge: The attacker does not have access to the
NIDS model’s architecture, parameters, or gradients. The only infor-
mation available is the final output probability score (P,,) returned
by the NIDS for a given input sample.

e Query Access: The attacker can repeatedly query the NIDS with
modified samples to observe changes in the output score. In our ex-
periments, we set a generous per-episode step limit (e.g., 10 queries
per evasion attempt) to model a persistent adversary, but we track
the total query count as a cost metric. This choice intentionally
stress-tests the defender under a strong black-box adversary and may
overstate the practical freedom available in rate-limited production
environments. A query-budget sensitivity study (3, 5 and 10 steps)
confirmed that collapse dynamics persist even under tighter budgets,
though at reduced attacker efficiency. Enforcing stricter query bud-
gets and delayed/noisy feedback remains an important direction for
future work.

o Attacker’s Goal: The RL agent’s goal is to learn an efficient policy
to drive the NIDS’s malicious probability score below the decision

threshold (z,,,4,) while minimizing the magnitude of the applied
perturbations.

¢ Feature-Space Scope: In the present study, perturbations are ap-
plied in normalized feature space and are not constrained by full
packet-, flow-, or protocol-level realizability rules. This design is ap-
propriate for controlled adversarial-ML evaluation, but it can over-
state attacker freedom relative to real networks where many fields
are semantically coupled or physically constrained. A constrained-
perturbation ablation restricted to the subset of semantically mutable
features confirmed that the collapse-and-recovery pattern persists
under tighter perturbation bounds, though with modestly reduced
attacker efficiency (see Section 5.6 for details).
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The present threat model rests on four assumptions that are likely
to overstate attacker freedom relative to production deployments and
should therefore be interpreted accordingly:

(i) Score-based feedback: the attacker receives the exact malicious-class
probability P,, per query, rather than a hard label or a noisy or
delayed signal;

(i) Generous query budget: each evasion attempt allows up to 10 sequen-
tial queries without rate-limiting or cost penalties;

(iii) Unconstrained feature perturbation: all 39 raw features may be inde-
pendently perturbed without enforcing packet-, flow-, or protocol-
level semantic coupling; and

(iv) Immediate, noiseless feedback: the NIDS response is returned instanta-
neously with no stochastic delay or output noise.

Relaxing any of these assumptions would slow attacker convergence
and reduce evasion effectiveness. The constrained-perturbation ablation
(Section 5.6) and query-budget sensitivity study (3, 5 and 10 steps) al-
ready provide partial evidence: collapse dynamics persist under tighter
bounds, but attacker efficiency is reduced. In production, rate-limiting,
delayed or noisy feedback and stricter semantic feature coupling would
further limit even efficient agents such as A2C. This model represents
a realistic scenario in which an external adversary probes a deployed
security system to find its weaknesses without any internal knowledge.

3.3. System architecture

We design an Active Defense System (ADS) that places a lightweight
Threat Analysis Module (TAM) before the operational decision point of
the Network Intrusion Detection System (NIDS) and closes the loop with
auditable, guardrailed hardening. This ordering emphasizes that TAM
primarily drives learning, whereas the NIDS drives action. As depicted in
Fig. 1, the system involves four actors and distinct feedback pathways.
Solid lines denote primary decision flow, while dashed lines represent
feedback, training and telemetry.

The ADS operates as a modular loop. An attacker, instantiated as a
reinforcement-learning (RL) agent (A2C, PPO, SAC, or DDQN), probes
the system by proposing bounded perturbations § to malicious seeds.
The goal is to reduce the NIDS’ malicious probability while keeping the
perturbation cost small and the query counts low. Each perturbed can-
didate x;n o 18 first inspected by the TAM, which is implemented with
complementary detectors (AE, IF, GAN, or WGAN-GP). The TAM assigns
anomaly scores and either flags the sample as adversarial and stores
full lineage information for forensics and reproducibility, including the
feature vector, cryptographic hashes, attacking agent and step, pertur-
bation norms ||§||,,,, query count and timestamps, or passes it onward
when all detector scores remain within benign bounds. The operational
NIDS f, then outputs a calibrated probability P, = f,(x) and a deci-
sion at threshold 7, accompanied by an auditable rationale (e.g., SHAP
or permutation-importance summaries) that is exported to the model
card. When policy triggers fire, either because the accumulated evasion
count reaches Ng,;; or because a scheduled cadence is reached, the adap-
tive retraining job assembles a stratified curriculum of flagged evasions,
balancing subtle and high-norm cases, mixes them with a curated be-
nign replay buffer and the historical corpus and fine-tunes the model
at a low learning rate to avoid catastrophic forgetting. The candidate
model is validated on untouched benign, malicious and adversarial hold-
outs; promotion to production occurs only if guardrail metrics improve
simultaneously (F1 score increases while FPR and calibration error de-
crease, with MCC monitored for imbalance robustness), at which point
for replaces f,. Throughout, rich telemetry is exported, including model
cards, drift indicators, query statistics and measured energy consump-
tion in kWh so analysts can audit what changed, why it changed and at
what computational cost.

The workflow proceeds as follows:

1. Attacker (®): An RL agent 7., interacts with the system via an
adversarial environment. At step ¢, it proposes a bounded perturba-
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Fig. 1. Active defense system (ADS) framework architecture.

tion a, = 6, and receives a shaped reward that encourages low-norm,
query-efficient evasions.

2. Threat Analysis Module (@): The TAM assigns anomaly scores;
samples exceeding detector thresholds (optionally refined with EVT
tails) are flagged and written with full metadata to the evasion repos-
itory. Non-flagged samples proceed to the NIDS.

3. NIDS Decision ( @ ): The classifier f, outputs P, and a decision
at threshold z. Rationale (e.g., SHAP, permutation importance) and
counters are logged for auditing and model cards.

4. Adaptive Hardening ( @ ): When triggers fire
(e.g., Ng,;=20,000 or a cron window), the system builds a stratified
curriculum from flagged evasions, mixes a curated benign replay
buffer, fine-tunes f,— f, with a small learning rate and validates
on held-out benign, malicious and adversarial sets. Only if F1 score
improves and FPR stays within bounds is f, promoted. Telemetry,
including energy, is exported.

The instantaneous reward used in the adversarial environment is

R = (1-Ppa) = w161l + Rger + H[Pmal <Tevade] - B,

which prioritizes reductions in the operational malicious score while pe-
nalizing large perturbations, discouraging detector-obvious manipula-
tions and strongly rewarding fast, successful evasions. Here P, € [0, 1]
is the NIDS probability for the malicious class; 6, is the step-t per-
turbation in the normalized feature space and is clipped to respect a
hard 7, budget |||, < & w, > 0 weights the perturbation penalty (we
use w, = 0.1); Rye is a TAM-driven shaping term that penalizes sam-
ples flagged by any detector (implemented as —1.0 if flagged and +0.1
otherwise in the main experiments); 1[P,, < Zeyade] iS @ terminal suc-
cess indicator with the evasion threshold z.,4. (set to the operational
NIDS decision threshold in the adversarial environment; in our runs
Tevade = 0.3); and B > 0 is a success bonus (we use f=5) that dominates
per-step terms to incentivize rapid, low-query evasions. With feature di-
mension d and budget ¢, ||6,||, < v/d ¢, which bounds the penalty term
and stabilizes learning. In our experiments, we set £ = 0.1 in the nor-
malized feature space, allowing perturbations up to 10% of each fea-
ture’s range. Episodes are capped at T=10 steps and use discount factor
y=0.99 to prefer shorter evasions; success ends the episode immediately
(done = True), preventing reward hacking via superfluous steps. This
closed-loop architecture keeps the defender continually learning rather
than frozen at a single decision boundary. Verified evasions identified
by the TAM are converted into auditable training signal, curated into
a stratified curriculum and used to fine-tune the NIDS (fy— f,/) only
when guardrails confirm a true improvement (higher F1 score with con-
trolled FPR, stable calibration and strong MCC). In effect, the system
is not a monolithic classifier but a learning-driven process: attack ex-
ploration feeds evidence to the retraining pipeline; validation enforces
safety; promotion updates the operational model; and telemetry (includ-
ing drift and energy) documents each change. By coupling exploration
with disciplined, criteria-based hardening, the ADS avoids the frozen
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Table 2
Roles of RL attackers and anomaly detectors in the ADS workflow (Section 3.3).
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Component Stage / Interface Type Primary role and notable traits

A2C @ Adversarial Env. On-policy RL Most cost-efficient attacker: learns evasions quickly with minimal time/energy and therefore
represents a realistic baseline threat.

PPO @ On-policy RL Clipped-objective training gives stable learning; sits between A2C’s speed and SAC’s broader
exploration.

DDQN @ Off-policy RL Discrete action space; double Q-learning avoids over-estimation when using a fixed perturbation
code-book.

SAC @ Off-policy RL Entropy-regularised continuous control; discovers the strongest evasions but at the highest
computational and power cost.

AE @ Threat Analysis Reconstruction Light-weight reconstruction error; near-perfect ADR on modest attacks, less effective against highly

Module sophisticated SAC perturbations.

Isolation Forest @ Tree ensemble Negligible overhead; isolates obvious outliers but misses subtle high-dimensional perturbations.

GAN (disc.) @ Density proxy Discriminator learns benign-manifold boundary; good all-round ADR, especially for distribution-shift
attacks.

WGAN-GP (critic) @ Density proxy Most robust overall detector; ~ 99% ADR versus SAC and =~ 97% versus A2C, at the price of slightly

higher computational cost due to the gradient-penalty term.
Legend: ® Adversarial-environment block that generates perturbed samples; @ Threat Analysis Module (TAM) that filters or labels samples before they enter the retraining buffer.

decision boundaries that undermine static NIDS and sustains robustness
against adaptive, cost-efficient RL attackers.

Fig. 1 depicts the data flow of the Active Defense System
(ADS). Table 2 complements that diagram by summarizing what each
reinforcement-learning (RL) attacker and anomaly detector does, where
it plugs into the workflow and why it is useful.

4. Framework components and methodology

This section provides a structured overview of the framework’s com-
ponents and methodology. First, we define the data source and prepara-
tion steps: we construct an evaluation corpus from DReLAB with a binary
is_adv label (benign vs. adversarially perturbed botnet flows) and 39
features, apply sanitization, standard scaling, PCA retaining 95% vari-
ance [43], winsorization and [—1, 1] scaling for GAN components and
fix leakage-safe 70/15/15 splits with saved hashes plus an adversarial
holdout. Second, we introduce the attackers and the environment, for-
malizing an episodic MDP with bounded, norm-aware perturbations and
reward shaping and deploying DDQN for discrete actions alongside SAC,
A2C and PPO for continuous control with stability heuristics and entropy
regularization (Algorithm 1). The Threat Analysis Module (TAM) then
supplies unsupervised AE, Isolation Forest and GAN/WGAN-GP critics
that provide secondary screening and inject penalties into the attacker’s
reward (Algorithm 3). The NIDS classifiers act as the primary defend-
ers, including tuned ANN/DNN models trained with Adam [44] and He
initialization [45], classical ensembles RF [8] and XGBoost [9] and a
supervised GAN-IDS. An active defense mechanism then triggers batch
hardening on accumulated evasions, curates a stratified adversarial cur-
riculum and fine-tunes with conservative learning rates while mitigat-
ing catastrophic forgetting (Algorithm 2). Finally, a complete end-to-end
workflow integrates these stages: baseline training, attacker maturation,
degradation measurement, evasion collection, hardening and reassess-
ment on untouched tests and fresh attacks (Algorithm 4), yielding a re-
producible co-evolutionary evaluation of NIDS robustness and recovery.

4.1. Data source and preparation

The empirical foundation of our research is built upon the DReLAB
(Deep Reinforcement Learning Adversarial Botnet) dataset [46], a piv-
otal resource in the field of adversarial cybersecurity. This publicly
available dataset is meticulously engineered to serve as a benchmark
for assessing the resilience of botnet Intrusion Detection Systems (IDS)
when confronted with sophisticated adversarial attacks. The signifi-
cance of DReLAB lies in its unique composition; unlike traditional
datasets that only contain benign and malicious traffic, DReLAB includes
a third, crucial category: adversarial samples. These are not merely the-
oretical constructs but are actual botnet traffic flows that have been

strategically and minimally altered using advanced Deep Reinforcement
Learning (DRL) agents, specifically Double Deep Q-Network and Deep
Sarsa models. The primary objective of these alterations is to craft mali-
cious samples that can successfully bypass detection by state-of-the-art
machine learning classifiers, thereby mimicking the actions of a knowl-
edgeable attacker.

This makes DReLAB particularly useful for controlled adversarial
stress testing, but it also defines the scope of the claims that can be
made. Because the corpus is feature-based, clean and purpose-built for
adversarial evaluation, it does not fully reproduce the noise, tempo-
ral dependence, protocol semantics and operational diversity of enter-
prise traffic. As a result, the empirical results in this paper should be
interpreted primarily as evidence of relative behavior under adversar-
ial pressure rather than as a direct estimate of operational performance
in production Security Operations Center (SOC) environments. To test
for corpus-specificity, we replicated the full attack-collapse-hardening-
recovery loop on CICIDS2017 using the same pipeline; the collapse-and-
recovery dynamics remained qualitatively consistent, providing initial
cross-dataset corroboration of the central findings.

Our methodology for constructing the final dataset for our exper-
iments involved a careful process of consolidation and augmentation,
guided by the logic encapsulated in the provided ‘join.py‘ script. We
began by isolating two primary subsets from the DReLAB collection: a
set of purely benign network traffic flows and a distinct set containing
the DRL-generated adversarial botnet samples. These two subsets were
then concatenated to form a single, unified dataset. This step is critical
for creating a challenging and realistic training and evaluation environ-
ment for our models.

A key contribution of our data preparation phase was the engineering
of a new binary feature, which we designated as is_adv. In the experi-
mental corpus used throughout this paper, is_adv is the primary binary
label: we assign is_adv=1 to adversarially-perturbed botnet flows and
is_adv =0 to benign flows. Accordingly, the “malicious” class (label 1)
in our downstream NIDS training/evaluation corresponds to adversar-
ial botnet samples in this constructed split, while label 0 corresponds to
benign traffic. This aligns the data construction (benign + adversarial
botnet) with the learning objective and avoids implying the presence of
a separate “standard malicious” subset in the final concatenated dataset.
The resulting feature space for our study is comprehensive, comprising
39 distinct raw features (reduced to 23 principal components after PCA,
retaining 95.89% of variance). For attack generation, perturbations are
applied in the standardized 39-dimensional raw feature space before
PCA. When a downstream NIDS backbone uses PCA, the perturbed sam-
ple is subsequently passed through the fixed PCA transform fitted on the
training split only. Thus, the RL environment operates on the pre-PCA
feature representation, whereas the classifier receives the same post-
PCA representation used during training.
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4.1.1. Data preprocessing

A robust preprocessing pipeline is essential for the effective training
of all downstream models. The process is executed once and the results
are cached to ensure consistency and efficiency across simulation runs.

1. Data Sanitization: Raw data is first cleaned by ensuring all feature
columns are numeric, coercing non-numeric entries to NaN and drop-
ping any rows with missing values.

2. Standard Scaling: All features are scaled using Scikit-learn’s
StandardScaler. This transformation standardizes features by re-
moving the mean and scaling to unit variance. This is critical for the
stable training of neural networks and for distance-based algorithms.

3. Dimensionality Reduction: We use Principal Component Analysis
(PCA), a foundational technique for feature extraction [43]. PCA
projects the high-dimensional scaled data onto a lower-dimensional
subspace while preserving a specified amount of the original vari-
ance. In our framework, we configure PCA to retain 95% of the
variance, reducing the 39-dimensional feature space to 23 prin-
cipal components (capturing 95.89% of variance). This transfor-
mation mitigates noise and improves numerical stability for the
downstream neural models. We note that total wall-clock time in
our co-evolutionary loop is dominated by RL attacker exploration,
not by the PCA step itself; consequently, PCA does not reduce end-
to-end runtime (see Table 4) but does lower overfitting risk for the
classifier family under test.

4. Specialized Scaling for GANs: For the GAN and WGAN-GP anomaly
detectors, which use a tanh activation function in the generator’s
output layer, the benign training data is separately scaled to the
range [—1, 1] using a MinMaxScaler. This ensures that the generated
data distribution aligns with the range of the real data distribution,
which is crucial for stable GAN training.

More specifically, to ensure the data is pristine and optimized for
our models, we employ a multi-stage preprocessing pipeline. The flow
of this pipeline involves several critical steps designed to enhance data
quality and ensure robust model training:

1. Feature Engineering Considerations: Beyond simple numeric coercion,
a robust pipeline must anticipate varied data types. For categorical
fields like protocol types (e.g., TCP, UDP, ICMP), which are common
in network data, one-hot encoding is a standard approach to create
a binary column for each category. However, for features with high
cardinality, this can lead to a curse of dimensionality. In such cases,
entity embeddings can be trained to represent categories in a dense,
low-dimensional vector space, capturing semantic relationships be-
tween them. Although the DReLAB features are predominantly nu-
meric, our pipeline architecture is designed with this generality in
mind, ensuring its applicability to a wider range of network security
datasets without modification.

2. Outlier Handling: Network traffic data is notoriously prone to extreme
values, which can arise from measurement artifacts, long-running
flows, or denial-of-service attacks. These outliers can disproportion-
ately influence the model’s training process. To mitigate this, we
employ winsorization, which caps extreme values at a specified per-
centile (e.g., the 99th percentile). This is preferable to outright re-
moval, as these outliers may contain valuable information about
anomalous, potentially malicious, activity. This controlled clipping is
particularly important in an adversarial context, as an attacker might
intentionally send traffic with pathological feature values to desta-
bilize the detector. Winsorization helps to stabilize model training
while preserving the integrity of the underlying data distribution.

3. Train/Test Leakage Mitigation: A critical and often overlooked error
in machine learning workflows is data leakage, where information
from the test set inadvertently influences the training process. To
prevent this, all data transformations, particularly stateful ones like
scaling (e.g., StandardScaler) and dimensionality reduction (e.g.,
PCA), are fitted exclusively on the training data split. The parameters
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learned from the training data (e.g., mean and standard deviation)
are then saved and applied to transform the validation and test sets.
This practice ensures that our performance metrics are a true reflec-
tion of the model’s ability to generalize to unseen data, providing a
realistic assessment of its deployment-readiness.

4. Persistence and Versioning: To ensure full reproducibility and support

robust MLOps practices, every fitted data transformer (e.g., the scaler
and PCA objects) is serialized and saved to disk. Each saved arti-
fact is versioned, with a unique identifier derived from a checksum
(e.g., SHA-256 hash) of the raw dataset it was trained on. As an ad-
ditional integrity safeguard, duplicate-sample overlap across train,
validation, test, degradation and adversarial-holdout partitions was
disallowed by construction through fixed split hashes and persisted
partition metadata; no sample identity appears in more than one par-
tition. This rigorous versioning creates a clear audit trail, allowing
for exact replication of experiments and facilitating debugging. If
a model’s performance changes unexpectedly, we can precisely de-
termine if a change in the preprocessing pipeline or the underlying
data is the cause, which is essential for maintaining reliable models
in production environments.

. Complexity: The computational cost of our preprocessing pipeline is

primarily driven by the Singular Value Decomposition (SVD) algo-
rithm at the core of PCA. For a dataset with » samples and d fea-
tures, the complexity of exact SVD is @(min{nd?,dn*}). For high-
dimensional datasets where d is large, this can become a bottleneck.
To address this, our pipeline includes an option to use randomized
SVD, which provides a fast approximation of the principal compo-
nents with a significantly lower computational cost. This makes our
approach scalable to the very large datasets often encountered in
network security.

6. Impact on RL Attackers: Feature scaling is not just a best practice for

model training; it is a critical defensive measure in an adversarial set-
ting. Reinforcement learning (RL) agents designed to attack a model
often incorporate a penalty term in their reward function based on
the magnitude of the perturbations, ||5||. Without normalization, this
penalty is meaningless. An attacker could make a large-magnitude
change to a feature with a naturally wide range (like TotBytes) that
goes relatively unnoticed. By scaling all features to have a similar
range (e.g., zero mean, unit variance), we force the perturbation
penalty to reflect the statistical significance of the changes, com-
pelling the RL agent to find more subtle and meaningful attack vec-
tors.

7. Robust Scaling Variants: The standard StandardScaler is effective

but can be sensitive to outliers, as the mean and standard devia-
tion are easily skewed by extreme values. For datasets with heavy-
tailed distributions or known anomalies, alternative strategies may
be more suitable. Our pipeline is designed to be modular, allowing
for the use of RobustScaler, which uses the median and interquar-
tile range, or quantile transforms. These methods are more resilient
to outliers and can lead to more robust model performance. Future
work will involve comparing these scaling strategies to evaluate the
trade-off between model performance and resilience to adversarial
manipulation.

8. Data Quality Metrics: Continuous monitoring of data quality is essen-

tial for maintaining a healthy machine learning system. Before and
after each preprocessing step, we log a suite of data quality metrics,
including the number of records, the ratio of missing values for each
feature and the variance retained by PCA. These metrics provide a
quantifiable snapshot of the data’s integrity at each stage. As pro-
posed by [47,48], these metrics can be integrated into explainabil-
ity dashboards, providing security analysts with crucial context and
helping to diagnose data drift or other anomalies that could impact
model performance and reliability over time.

Table 3 reports the exact sample counts for each data partition

used throughout this study and provides the justification for selecting
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Table 3

Composition of the DReLAB-derived corpus used in this study (split hash:
41e1fdad13b1870a). Benign-to-adversarial ratio ~ 20.76:1. The canoni-
cal 15% test split (406,020 samples) is used exclusively for baseline and
post-hardening evaluation; it was never seen during training, tuning, or
retraining. The identical validation and test counts reflect a stratified split
with equal 15% partition sizes, not duplicated data.

Split Benign (is_adv=0) Adversarial (is_adv=1) Total
Train 1,807,704 87,056 1,894,760
(70%)

Valida- 387,365 18,655 406,020
tion

(15%)

Test 387,365 18,655 406,020
(15%)

Adversar- 0 17,411 17,411
ial

holdout

Total 2,582,434 124,366 2,706,800
(excl.

holdout

overlap)

DReLAB over alternative benchmarks such as CICIDS2017 or NSL-KDD:
DReLAB is the only publicly available corpus that already contains DRL-
generated adversarial botnet flows, making it a natural match for our
RL-based threat model. The benign-to-adversarial class ratio is approxi-
mately 20.76:1 (2,582,434 benign versus 124,366 adversarial samples,
excluding the separate holdout). This imbalance contributes to accuracy
inflation whenever adversarial misses are aggregated with a much larger
benign background, producing the accuracy illusion documented in Sec-
tion 5.3.1. Importantly, the canonical test split is not small: it contains
406,020 unseen samples, including 18,655 adversarial positives and
387,365 benign samples (Table 3), which is larger than the test parti-
tions used in several representative adversarial-NIDS studies [24,36,38].
With 18,655 adversarial positives, a one-percentage-point difference in
recall corresponds to roughly 187 samples, making adversarial-class
metrics statistically stable across configurations. Furthermore, the large
false-negative counts reported later in Table 8 are measured on sep-
arate attacker-generated evaluation pools of unseen malicious/adver-
sarial seeds, not on the canonical 15% test split. The near-perfect pre-
attack detection rates are consistent with the baseline results reported
by Venturi et al. [46] in the original DReLAB paper and subsequent
independent studies, confirming that this is a reproducible property of
the dataset rather than an artifact of our implementation. Dataset qual-
ity was evaluated following the methodology of [48]. All split hashes
are fixed and persisted to prevent any cross-partition leakage.

4.1.2. Data splitting and validation

The DReLAB-derived corpus was partitioned once into training
(70%), validation (15%) and testing (15%) sets and the resulting split
hashes were saved and reused across all experiments to prevent any
cross-partition contamination. The validation set was used exclusively
for hyperparameter tuning and early stopping; it was never merged back
into training. The canonical test split in Table 3 was kept strictly un-
touched for baseline and post-hardening final evaluation. We use four
distinct evaluation pools throughout the paper: (i) the canonical valida-
tion split; (ii) the canonical untouched test split for baseline and post-
hardening reporting; (iii) a separate attacker-generated degradation
pool of unseen malicious/adversarial seeds to measure pre-hardening at-
tack damage; and (iv) a separate adversarial holdout set, disjoint from
both training and retraining curricula, as a promotion safeguard. All
stateful preprocessing operations, including standardization, winsoriza-
tion thresholds, PCA and min-max scaling for GAN components, were
fitted on the training split only and applied unchanged to validation,
test and holdout data. At the framework level, every transformer ex-
poses separate fit and transform calls; only fit (or fit_transform)
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was invoked on the training partition, eliminating any pathway for test-
set statistics to influence the learned transformations. No sample used
for attacker maturation, detector-threshold calibration, retraining, or
holdout validation was reused in the final canonical test evaluation.
The split hash (41e1fdad13b1870a), serialized preprocessor objects and
partition metadata are available upon request to support independent
reproducibility verification. This evaluation design was adopted specifi-
cally to rule out train-test leakage and to ensure that baseline scores are
measured on a large, fixed, unseen test partition rather than on training
data or on a very small sample.

The canonical train/validation/test partitions are shared across all
NIDS backbones; however, the attacker-generated degradation pools re-
ported later are model-specific because each RL attacker is trained sepa-
rately against each target NIDS and then evaluated on the successful eva-
sions it generates for that specific attacker-target pairing. Consequently,
the post-attack false-negative totals can differ across NIDS even when
the attacker family is the same.

The leakage-safe protocol strengthens internal validity, but it does
not by itself guarantee external validity. All primary conclusions in
this paper, therefore, pertain to the DReLAB-derived setting and to the
feature-space adversarial process studied here. To begin testing exter-
nal validity, we applied the same preprocessing and evaluation pipeline,
identical split ratios, hash-saved partitions and guardrail criteria to CI-
CIDS2017, obtaining qualitatively consistent collapse-and-recovery pat-
terns. Extending the loop to additional datasets with different traffic
characteristics, including IoT and multi-domain corpora, is necessary
before claiming broad generalization across enterprise, IoT, or multi-
domain NIDS scenarios and is identified as a priority next step.

To address concerns about whether the 95% variance-retention
threshold causes overfitting or underfitting, we conducted a sensitivity
study across four PCA configurations (Table 4). All settings yield identi-
cal clean-data F1 (0.9999) and post-attack F1 (0.0000), confirming that
the attacker’s ability to collapse the static NIDS is independent of PCA
depth. Post-hardening F1 recovers to 1.0000 under No-PCA, 90% and
98% thresholds and to 0.9999 under the main 95% setting; the marginal
difference of 5x107> lies within run-to-run variance and does not in-
dicate systematic overfitting or underfitting at any tested compression
level. We retain the 95% threshold as the primary setting because it
provides the best balance between dimensionality reduction (23 com-
ponents) and information preservation (95.89% variance) for the neural
classifier family.

4.2. Adversarial environment and attack agents

To simulate a realistic threat, we designed a sophisticated adversarial
environment and a suite of RL-based attackers.

4.2.1. The adversarial environment

The AdversarialEnv acts as the interface between attacker and
defender in an episodic, goal-oriented Markov decision process. This
episodic design provides a controlled platform for adversarial-learning
analysis, but it abstracts away the temporal continuity, delayed feed-
back and streaming effects of real deployments in which detectors
operate continuously over time. The state space .S comprises the stan-
dardized raw 39-dimensional feature vector s, of the (potentially per-
turbed) positive-class sample at time 7. For the RL environment only, this
pre-PCA representation is linearly rescaled to [0, 1] so that perturbation
bounds remain comparable across heterogeneous features. The action
space A consists of a perturbation vector a, = §, of the same dimension
as the state. In the unconstrained primary setup, all 39 raw features are
potentially perturbed; after perturbation, the sample is mapped back to
the standardized pre-PCA space and then passed through the fixed PCA
transform whenever a downstream classifier was trained with PCA. For
DDQN, we use a discrete action set, while SAC, A2C and PPO operate in
a continuous space where actions are sampled from N (u, o), squashed
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Table 4
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Sensitivity of key results to PCA variance-retention threshold (A2C attacker, DNN classifier, no TAM
detector). Original feature dimension: d=39. All settings yield identical clean and post-attack F1; post-

hardening differences are within run-to-run variance.

Setting #Comp. Clean F1 Post-Atk F1 Post-Harden F1 Time (s) Energy (kWh)
No PCA 39 0.9999 0.0000 1.0000 17,724.7  1.8306
PCA 90% 20 0.9999 0.0000 1.0000 81,953.0  8.5285
PCA 95% (main) 23 0.9999 0.0000 0.9999 81,447.0  8.5046
PCA 98% 26 0.9999 0.0000 1.0000 78,026.4  8.1923

through tanh and rescaled to satisfy stealth constraints. Episodes ter-
minate either when the agent successfully evades the NIDS or when a
maximum horizon (e.g., T = 10 steps) is reached, which both caps cu-
mulative distortion and serves as a computational guardrail.

Formally, we model the environment as an MDP (S, A, P, R,y) with
deterministic transition P(s,,| s;,q,) = clip(s, + a,) and discount factor
y = 0.99 to encourage fast evasions; actions are bounded by an ¢, con-
straint ||5, |, < e to mimic operational stealth. The reward is computed
at every step by Algorithm 3 and includes a shaping term Ryetector that
directly penalizes the agent when the Threat Analysis Module (TAM)
fires, guiding learning toward perturbations that fool both the primary
NIDS and the secondary anomaly detectors.

To accelerate training and diversify experience, we batch multiple
environment instances in parallel (e.g., 32), each rolling out distinct ma-
licious seeds. For off-policy agents such as SAC and DDQN we maintain a
large replay buffer of size 10° storing (s, a, r, s’, done) tuples to preserve a
broad memory of past interactions. While our main results use a random
ordering of seeds for fairness, the framework also supports curriculum
attacks that sort seeds from “easy” to “hard” according to the NIDS’s
initial confidence. It can also inject Gaussian noise into the defender’s
output probabilities to emulate stochastic responses. This complicates
convergence but improves policy generality. Finally, a substantial ter-
minal bonus of +5.0 emphatically rewards successful evasion so that the
primary objective dominates small per-step penalties, balancing explo-
ration with decisive exploitation.

4.2.2. The attacker agents

The Double Deep Q-Network (DDQN) agent operates in a discrete
action space defined by a codebook of perturbation templates, selecting
from a predefined set of vectors § that alter features in controlled ways.
DDQN reduces Q-value overestimation by decoupling action selection
and target evaluation: the online network Q, chooses the greedy action
while the target network Q,- evaluates it, yielding the target

DDQN

Y, = R,y +yQ(S,H,a.rgmﬁxQ(S,H,a’;B');@_),

and optimizing the squared Bellman error
2
L@) = E<.y,a,,,sr)[(Y,DD°N - 0y(s.0)) ]

Two networks are maintained, online O,  (online network) and target
Qy- (target network), with periodic synchronization every C steps via
6~ « 0'. Exploration follows an e-greedy policy with ¢ annealed from 1.0
to 0.05 over 100k steps, balancing broad search early with exploitation
as training progresses.

The Soft Actor-Critic (SAC) agent addresses continuous perturbation
control by maximizing expected return plus an entropy bonus that en-
courages exploration over the action space. The objective aggregates
reward and policy entropy H:

r
J(@) = Y i amp | 7500 a) + a H(z(- | 5.).

=0
where the actor outputs distribution parameters fi4(s), o4(s), samples ac-
tions via the reparameterization trick and two critics 0y,,0y, mitigate
positive bias. The temperature « is auto-tuned online to target a desired
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Algorithm 1 Soft actor-critic training (Attacker).

1: Initialize actor 7y, critics Q
ture o

2: Initialize replay buffer D

3: for episode = 1 to M do

4: Observe initial state s,

vi ,Qv,z, target critics le R Qle’ tempera-

5: for timestep =0to T — 1 do

6: Sample a, ~ 7, (-|s,)

7: Execute g,, observe r,, s, |, done

8: Store (s;,a;,r;, S;41,done) € D

9: Sample minibatch from D
10: Update critics by minimizing Bellman error with entropy term
11: Update actor by gradient of expected Q plus entropy bonus
12: Adjust « via gradient step on J(a)
13: Polyak average target networks
14: if done then break

entropy level, trading off exploitation and exploration adaptively. Be-
ing off-policy, SAC reuses experience through a replay buffer, making
it more sample-efficient than on-policy methods and partly explaining
the runtime differences reported in Table 7. Stability is further improved
with gradient clipping, target-network smoothing and Polyak averaging.

We also implement two advanced on-policy actor-critic agents. Ad-
vantage Actor-Critic (A2C) uses parallel workers and the advantage es-
timate

A, = R +yV(sy) = V(s

to reduce variance and stabilize policy-gradient updates. Proximal Pol-
icy Optimization (PPO) refines this approach with a clipped surrogate
objective that constrains the magnitude of policy updates; we set the
clipping parameter to ¢ = 0.2 to balance stability and improvement.
Compared with the discrete DDQN codebook, the continuous-action
agents (SAC, PPO, A2C) can fine-tune per-feature perturbations, uncov-
ering subtle low-norm changes that are difficult to predefine discretely.
However, unlike SAC, the A2C and PPO are on-policy and thus require
fresh trajectories for each update, reducing sample reuse and increas-
ing data collection cost. As with SAC and DDQN, we employ gradient
clipping, target smoothing and Polyak averaging where applicable to
promote stable convergence.

To provide a clearer view of adversarial learning, Algorithm 1 de-
tails the SAC loop, which we found to be the most formidable-though
resource-intensive-attacker. The entropy term H is central to SAC’s ex-
ploratory strength, driving discovery of a broader repertoire of effective
attack vectors than purely reward-maximizing policies. Across all agents
we track Attack Success Rate (ASR) versus training steps to monitor con-
vergence. We also log attacker cost via the cumulative ¢, perturbation
norm and the per-episode query count. Stability tricks shared across
implementations include gradient clipping, Polyak averaging of target
networks and (where applicable) target-network smoothing, which col-
lectively reduce variance, curb destructive updates and expedite reliable
convergence.
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Algorithm 2 Adaptive NIDS retraining (Batch Hardening).

1: Input: current NIDS fy, optional TAM D, training split
(X,rains Yirain)> validation split (X, Y,,;), adversarial holdout X Zg]”d(m .

2: Output: promoted model f,+ or retained model f,

3: Step 1 - Mature the Attacker: Train the selected RL attacker agent
(% gsacr) @gainst the current NIDS model (f,) and optional TAM until
its attack policy converges.

4: Step 2 - Generate Candidate Evasions: Use the mature attacker
policy 7, to generate candidate evasions from a disjoint attack-
generation partition of unseen positive-class samples.

5: Step 3 - TAM Filtering and Repository Logging: Route each candi-
date through the TAM (if enabled); flagged or otherwise confirmed
successful evasions are stored with hashes, perturbation norms and
trajectory metadata in the adversarial repository R .,

6: Step 4 - Build a Hardened Curriculum: Stratify R ,, by pertur-
bation norm and query difficulty to obtain X¢'"; sample a curated
benign replay buffer By,,,,-

7: Step 5 - Create the Retraining Set: Label the new adversarial cur-
riculum as positive class (Y¢;"" < 1) and the benign replay buffer as
benign (Vpepign < 0). Form

Xretrain - Concat(Xtrain’ XZ;’:’
B benign )’

Yretrain - Concat(ytrain’ ;szr’
y benign )

8: Step 6 - Fine-Tune the NIDS: Fine-tune fy on (X,.,qin: Yyeirain) With
a low learning rate to obtain a candidate hardened model f,.
9: Step 7 - Guard-Railed Validation: Evaluate f, on (X,,,Y,,) and
on the disjoint adversarial holdout X Z:Il)dout'
if F1 improves while FPR remains bounded then
Promote: fy« < fy
else

Reject: fy« < fp

10:
11:
12:
13:

4.3. Threat analysis module: Anomaly detectors

This is an optional module that provides a second layer of defense.
Each detector is trained exclusively on benign data to learn a fine-
grained model of normalcy and thereby flag subtle deviations charac-
teristic of adversarial samples. Because the detectors exhibit orthogonal
biases (reconstruction versus isolation versus density/critic estimation),
combining them helps reduce correlated blind spots. Their outputs are
integrated into Algorithm 3 to directly penalize the RL agent when gen-
erated samples appear obviously anomalous. In practice, we aggregate
detector alerts and cross-reference them with the NIDS confidence to
prioritize investigations and mitigate operator fatigue. We periodically
adapt detectors to concept drift via unsupervised retraining on a cu-
rated sliding window of recent benign traffic [49]. Detector quality is
assessed using Area Under the ROC Curve (AUROC) and Area Under the
Precision-Recall Curve (AUPRC) on held-out benign versus adversarial
samples. We also include a cost breakdown: Isolation Forest (IF) trains
the quickest at the least cost, the Autoencoder (AE) has a mid-level cost
and GAN-based detectors are the most computationally expensive (see
Section 5).

A key operational caveat is that adversarial-detection recall alone
is insufficient for deployment decisions. In production, detector preci-
sion, benign false-positive rate and alert volume are equally important
because they determine analyst workload, alert fatigue and the risk of
excluding legitimate samples from retraining. To address this, we con-
ducted a dedicated benign-traffic evaluation of all four TAM detectors,
measuring precision, recall, FPR and AUPRC on a held-out benign parti-
tion; the results are reported in Table 15 in Section 5. These metrics pro-
vide a more complete picture of detector fitness for deployment and sup-
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port threshold-selection decisions that go beyond maximizing adversar-
ial detection rate alone. Detector thresholds are not chosen to maximize
adversarial detection rate (ADR) alone. Instead, they are calibrated on a
held-out benign/adversarial validation partition to meet an operational
benign-FPR target while preserving as much adversarial recall as possi-
ble. For the Autoencoder, the threshold is set at the 95th percentile of
benign reconstruction errors; for WGAN-GP, it is set at the 5th percentile
of critic scores on benign data; Isolation Forest uses its built-in contam-
ination parameter; and the vanilla GAN discriminator uses a percentile-
matched threshold analogous to the AE. EVT-based dynamic thresholds
were evaluated as an architectural option but were not applied in the
primary reported experiments; all results in Tables 11 and 15 use the
fixed-percentile thresholds described above. The resulting trade-offs are
quantified in Table 15: WGAN-GP achieves the best trade-off (0.04 be-
nign FPR with 0.99 ADR), while IF has the lowest benign FPR (0.06) at
the cost of reduced adversarial recall (0.61). AE and GAN exhibit benign
FPR of 0.19 and 0.22, respectively and would require tighter threshold
calibration before production deployment.

To connect detector FPR to practical analyst workload, consider a
deployment processing 1,000,000 benign flows per day. At WGAN-GP’s
benign FPR of 0.04, this yields approximately 40,000 false alerts daily,
which is clearly too high for unassisted human review. Tightening the
threshold to achieve a 0.1% FPR would reduce the volume to roughly
1,000 alerts per day, which may be manageable with prioritized triage.
These estimates are illustrative and deployment-dependent. Exact vol-
umes would vary with traffic mix, threshold calibration and analyst
capacity. They also show that the human-in-the-loop vetting option
(Section 4.5) cannot scale without automated triage mechanisms such as
confidence-gated routing or active-learning sample selection, as noted
in Section 7. Measuring alert-volume characteristics under sustained be-
nign traffic remains a priority for follow-on work.

The Autoencoder (AE) detector is an unsupervised neural network
trained to reconstruct benign input data, with anomaly score given by
the mean-squared reconstruction error

d
Sup() = & 3% = 5 = % Ix = DEGHIE @
i=1

in which ||-||, denotes the Euclidean (L,) norm, E(-) is the encoder map-
ping input x € R? to a compressed latent representation z € R? with
b < d and D(-) is the decoder reconstructing £ € R from z. Architec-
turally, we employ a symmetric encoder/decoder composed of dense
layers, where the encoder progressively compresses the feature space
down to a low-dimensional bottleneck and the decoder mirrors this
structure to reconstruct the original input. This reconstruction-based
formulation assumes that only benign data is seen during training, en-
abling the AE to learn the low-dimensional manifold of normal patterns.
Anomalous or malicious inputs are expected to deviate from this mani-
fold and hence produce larger reconstruction errors. To further enhance
sensitivity to rare but important deviations, we may optionally include
a sparsity regularization term, such as the Kullback-Leibler (KL) diver-
gence between the average hidden activations and a target sparsity level
p, which penalizes overly active latent units and encourages compact,
interpretable encodings:

1

b
L = Y plog 2+ (1= p)log
j=1 Pj J

~ B

where §; is the average activation of the jth latent unit over the train-
ing set. Operationally, a high reconstruction score S 4 ;(x) suggests non-
conformity to the benign distribution. We set a detection threshold by
computing the 95th quantile of benign reconstruction scores and flag-
ging samples with higher scores as anomalous. To make this more ro-
bust, especially under distributional drift, we also experiment with Ex-
treme Value Theory (EVT) [50] by fitting a Generalized Pareto Distri-
bution (GPD) to the tail of the reconstruction error distribution and
dynamically adjusting the decision threshold based on its estimated
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parameters. This makes AE detectors more resilient to unexpected but
benign (legitimate) outliers and reduces false positives under concept
drift.

The Isolation Forest detector rests on the premise that anomalies are
easier to isolate than normal points. It builds an ensemble of isolation
trees using random feature choices and random split values, recursively
partitioning the feature space. Each tree isolates a sample by randomly
choosing a feature and a split value until the sample is isolated in a leaf
node. The anomaly score is based on the average path length required
to isolate the input. Formally, for a sample x, the expected path length
E[h(x)] over all trees in the forest is used to compute the normalized
anomaly score:

_ Elhel

Sip(x) =2 <o,

where c¢(n) is the average path length in a binary tree of size n, used
to normalize the depth. Shorter path lengths (i.e., earlier isolation) re-
sult in scores closer to 1, signaling a higher likelihood of anomaly. This
makes Isolation Forest a computationally light component that is ideal
for streaming and resource-constrained deployments. It does not require
prior knowledge of the data distribution and is highly interpretable due
to its tree structure.

Both the standard GAN and the Wasserstein GAN with Gradient
Penalty (WGAN-GP) detectors are trained on benign-only data (features
scaled to [—1, 1]), after which the discriminator (or the critic in the case
of WGAN-GP) is repurposed as an anomaly detector that assigns higher
scores to in-distribution benign samples and lower scores to off-manifold
or adversarial inputs. For WGAN-GP [51], stability is enhanced by aug-
menting the critic loss with a gradient-penalty term enforcing the 1-
Lipschitz constraint:

Lop = 4B [(IV:CH ~ 1)) 3

We set A =10 following Gulrajani et al.[51]; this keeps the GP term
dimension-consistent with the adversarial loss.

Here, % denotes points linearly interpolated between real and gen-
erated samples, i.e., £ = ex+ (1 — €)G(z) for € ~ U[0, 1]. This penalty
stabilizes training by ensuring that the gradient norm remains close
to 1, which is necessary for WGAN-GP’s theoretical convergence. The
anomaly score for a new sample is the critic output:

Swaan-gp(x) = C(x),

with lower values indicating deviations from the training (benign) dis-
tribution. Samples with scores below a chosen threshold (e.g., the 5th
percentile of C(x) on the benign set) are flagged as anomalous.

Compared to classic GANs that minimize Jensen-Shannon diver-
gence, WGAN-GP minimizes the Wasserstein distance, providing a more
stable signal, especially when data lies on low-dimensional manifolds or
exhibits sharp boundaries. This model aligns with the adversarial train-
ing loop in Algorithm 3, where the reward component Rjetector in line
10 of the algorithm reflects whether anomaly detectors (like AE, IF, or
WGAN-GP) raise an alert, enforcing adversarial stealth during attack
simulation. The use of multiple detectors, each sensitive to different as-
pects of the data distribution, enhances defense diversity and robust-
ness. In our pipeline, the integration of these detectors complements
the supervised NIDS classifiers by capturing subtle deviations that are
not easily separable in label space, with AE and WGAN-GP being sensi-
tive to manifold structure, while Isolation Forest targets outlier isolation
in feature space, thereby offering orthogonal detection strengths.

4.4. NIDS classifiers

The framework includes a diverse set of NIDS models, each with
distinct architectural properties. Hyperparameter optimization is auto-
mated using established libraries to ensure each model performs opti-
mally.

The Artificial Neural Network (ANN) and Deep Neural Network
(DNN) models are feedforward neural networks whose architectures are
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Algorithm 3 Reward calculation in the adversarial environment.

1: Input: Current state (sample) s,, Action (perturbation) a, = §,

2: Parameters: Perturbation penalty weight w, = 0.1, Evasion thresh-

old 7,44, = 0.5

8,41 < clip(s; +6,,0,1) > Apply perturbation and clip

> Get predictions from defender components

: P, < NIDS.predict_proba(s,, )

D, « Detector.predict(s, ) if detector exists, else 0

> Calculate reward components
> Reward for lower score

> Penalty for large perturbation

=1 else 0.1 > Penalty for TAM detection
Rpenalty + Rderecmr

anomal'y

: Revasian < 10- Pmal
: Rpenalty “ wp : ”67”2
: Rdetector < -10if D
11:

© O N O U AW

anomaly
Rbase « Revasion -

12: > Check for terminal state and apply final bonus
13: if P, < Topaq. then

14: Ryinar < Rpgse +5.0 > Success bonus
15: done < True

16: else

17: Rfinal - Rbuse

18: done « False

19: Return sy, Ry, done

selected with KerasTuner [52] using a RandomSearch over a predefined
hyperparameter space: for the ANN this covers the units of two dense
layers and a dropout rate, while for the DNN it expands to the num-
ber of hidden layers (2-5), units per layer, dropout rates and learning
rates; both use ReLU activations in hidden layers and a final sigmoid
neuron that outputs the probability of the malicious class and both are
trained with the Adam optimizer [44] to minimize binary cross-entropy.
Concretely, a feedforward network computes

WD = gw Ot 4 p0), 1=1..L O =x,

where h(") is the output of the /th layer, W and ») are the weight
matrix and bias vector, respectively, for layer / and ¢(-) denotes the non-
linear activation function ReLU in our case, defined as ¢(z) = max(0, z).
The input vector x is propagated through each hidden layer/ = 1,..., L,
transforming the feature representation at each step. The final output
layer computes

)A/= G(W(L+l)/’l(L) +b(L+|)) — P(y= 1 | x),

where o(-) is the sigmoid function o(z) = #, producing a scalar in
the range [0, 1], interpretable as the probability that the input belongs
to the positive class (e.g., a malicious traffic sample).

The training objective is to minimize the binary cross-entropy loss:

N
1 A N
Lpcg = Y Z[Yi log 9; + (1 = yp log(1 = )],
i=1

where y; € {0,1} is the ground-truth label and J; is the predicted proba-
bility for the ith sample in a batch of size N. This loss penalizes incorrect
classifications more severely when the model is confident but wrong.
To address class imbalance, we optionally apply class weighting, which
scales the loss for positive and negative classes differently.

Adam adapts per-parameter learning rates via exponential moving
averages of the first and second gradient moments [44]; the full up-
date equations are reproduced in Appendix B for reference. We use
a € [1075,1073] (tuned), #,=0.9, #,=0.999, e=1078.

Regularization includes dropout with p € [0.1,0.5], which randomly
sets a fraction p of input units to zero during training to prevent co-
adaptation and ¢, weight decay, which penalizes large weights to im-
prove generalization by adding a term A Y [|0]|? to the loss.

We employ early stopping on validation F1 score with a patience
of 10 epochs, which halts training if no improvement is seen, thereby
avoiding overfitting. For DNNs, the search space spans:
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e Number of Layers € {2,3,4,5}: Deeper models can learn more ab-
stract representations but risk overfitting.

e Units per Layer € {64, 128,256,512}: Larger widths increase model
capacity.

¢ Dropout Rate € {0.1,0.3,0.5}: Higher values increase regularization.

Random search is particularly efficient in such high-dimensional, con-
ditional hyperparameter spaces, especially when interactions are non-
linear and unknown.

Weights in ReLU layers are initialized using He-normal initialization
[45], which draws from a zero-mean Gaussian with standard deviation
\/2/n;,, preserving the variance of activations and ensuring stable gradi-
ents. Although sigmoid outputs provide calibrated-like scores, the oper-
ational decision threshold r is not fixed at 0.5 but tuned on a validation
set to maximize F1 score. This threshold tuning is critical in imbalanced
settings where precision-recall trade-offs matter more than overall ac-
curacy. For explainability, we compute permutation feature importance
and SHAP (SHapley Additive exPlanations) values [53] after training.
Permutation importance estimates the change in prediction error after
shuffling a feature, while SHAP decomposes model output into contribu-
tions of each feature, allowing us to understand the decision logic of the
model and verify that adversarial artifacts have not polluted retraining.

From a deployment perspective, models support Open Neural Net-
work Exchange (ONNX) export for low-latency inference [54], enabling
integration into production systems regardless of backend. Batch nor-
malization was evaluated but omitted due to the small effective batch
sizes in online retraining, which destabilizes its moving averages and
can degrade performance. Historically, the lineage from McCulloch-Pitts
neurons [55] to modern deep networks underscores why ANN/DNN re-
main flexible and strong baselines for NIDS. Our contribution lies in
integrating these models into an active defense loop that allows the sys-
tem to adapt to adversarial threats over time, rather than pursuing raw
accuracy gains alone.

For classical ensemble baselines, we employ Random Forest [8]
and XGBoost [9], tuning their hyperparameters with scikit-learn’s
GridSearchCV under 3-fold cross-validation to reach strong operating
points. RF constructs an ensemble of T high-variance, low-bias deci-
sion trees trained on bootstrap samples. At each split a random subset
of features (my,) is considered and predictions are aggregated by ma-
jority vote for classification (or by averaging for regression). This bag-
ging strategy markedly reduces variance, yielding robust generalization
with comparatively light tuning; we sweep n_estimators (the number
of trees) and max_depth (the maximum depth of individual trees), two
key hyperparameters controlling ensemble size and expressivity. Each
RF tree is trained on a bootstrap sample of the original data, introducing
diversity that combats overfitting. The random selection of my, features
at each node split increases the independence among trees and lowers
their correlation, further reducing variance.

Let f,(x) be the output of the rth tree; the aggregated classifier output
is:
y= majority_vote{ft(x)}lil,
where each tree f, outputs a class label for input x. For interpretability,
RF exposes Gini feature importance, calculated as the total reduction
of the Gini impurity across all trees and nodes where a feature is used.
However, since impurity-based importances can be biased under adver-
sarial perturbations or correlated features, we cross-check with permu-
tation feature importance, computed by measuring the increase in pre-
diction error after permuting a feature’s values.

XGBoost, in contrast, adds trees sequentially to correct residual er-
rors, optimizing an objective that balances data fit and model complex-

ity:
Obj(0) = Y Uy 5) + 2, Qfp,
k

i

(€3]

where [(y;, §;) is the loss (e.g., logistic loss) and Q(f,) is the regular-
ization term over trees f,. At boosting round 7, XGBoost minimizes the
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functional:

i

(5)

where 3‘/5’_1) is the accumulated prediction up to iteration r — 1 and f,(x;)

is the newly added tree. To improve efficiency and guide tree con-

struction, XGBoost employs a second-order Taylor approximation of the

loss at each boosting round; the derivation is provided in Appendix B.

Greedy split selection then uses cumulative first- and second-order gra-

dient statistics (g;, ;) to compute the optimal leaf score at each node.
The regularization term is defined as:

Qf) = 1T + 34w, ©)
J

where T is the number of leaves in the tree, w; is the score on leaf j,

y penalizes deeper trees (more leaves) and A controls the #, penalty

on leaf weights. This explicit regularization discourages overly complex

trees and large weights, which improves generalization.

We tune n_estimators (number of boosting rounds) and
learning_rate (), where a smaller # smooths model updates and
requires more trees, effectively lowering overfitting risk and helping
the model better absorb adversarial noise. In our imbalanced setting,
class weights are adjusted via scale_pos_weight set to the ratio:

. #benign
scale_pos_weight = ————,
#malicious
to upweight errors on the minority (malicious) class and improve recall.
While gradient-boosted trees attain high accuracy, their sharp parti-
tion boundaries can be sensitive to fine-grained continuous-feature per-
turbations, which can be exploited by adversaries. To counter this, our
active retraining loop continually absorbs newly observed patterns to re-
store robustness and maintain adaptiveness in changing threat environ-
ments. For analyst support, we extract path-level rules from influential
trees, converting decision paths into if-then-else statements that describe
how the model arrived at a classification. This partial interpretability
is useful for justifying critical alerts in operational settings. Computa-
tionally, XGBoost leverages histogram-based gradient approximations
and multi-threaded execution to efficiently scale to large datasets. Like-
wise, scikit-learn’s RF grows trees in parallel across CPU cores, signifi-
cantly reducing training time. Compared to deep learning or reinforce-
ment learning components (e.g., attacker agents), these ensembles are
lightweight and fast to iterate, making them ideal for high-frequency re-
training or on-device deployment within our broader defense pipeline.
The GAN-based NIDS (GAN-IDS) uses the discriminator of a GAN
as the primary NIDS. Unlike GANs used for anomaly detection, which
see only benign data, it is trained on the full dataset containing both
classes. As a result, the discriminator learns to classify samples directly
while being guided by an adversarial training process against its cor-
responding generator. Note that this supervised GAN-IDS classifier is
distinct from the unsupervised GAN/WGAN-GP detectors in the TAM
(Section 4), which are trained exclusively on benign data for anomaly
detection. In effect, the classification task is framed as a minimax game
in which the discriminator aims to correctly label both real samples
(from the dataset) and fake samples (from the generator), a strategy re-
lated to semi-supervised GANs, yet applied here in a fully supervised
context to leverage the adversarial dynamic for enhanced robustness
rather than for learning from unlabeled data.
We adopt the classical GAN objective:

ngn mgx [EXNPdata [log D()] + E..,_[log(1 — D(G(2)))], 7
where D(x) represents the discriminator’s estimate that input x is real
and G(z) generates fake samples from latent vectors z ~ N'(0, I). The
discriminator D is trained to maximize the probability of assigning cor-
rect labels to real and fake inputs, while the generator G is trained to
minimize the discriminator’s ability to distinguish generated samples
from real ones. This game-theoretic adversarial setup compels D to learn

highly discriminative boundaries. In our supervised GAN-IDS setup, we
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augment D with a classification head to output the probability of the
true class label y € {0, 1}. The total loss of the discriminator is given by:

Lp=Logy + 4 Ly ®)
where:
o Logy = “Empinia [log D(x)] — E,.,_[log(1 — D(G(2)))] is the adversarial
component,
o Lyp = —% SN [vilog s + (1 - yplog(l - 3,)] is the supervised bi-

nary cross-entropy loss over labeled data,
o Jis a tradeoff coefficient balancing adversarial realism against class
discrimination.

The generator G is composed of dense (fully connected) layers with
batch normalization to stabilize training and a final tanh activation that
ensures generated features lie within a bounded range. The discrimina-
tor D mirrors standard DNN architectures, typically using shared hid-
den representations feeding into both the adversarial and classification
outputs. This joint architecture enables D to extract generalizable and
robust features through adversarial feedback. Training alternates k j, dis-
criminator updates per generator update to maintain discriminator ad-
vantage and avoid generator collapse. We empirically use k;, = 5, based
on the heuristic that a strong discriminator provides harder gradients
for the generator to learn from. This strategy stabilizes convergence by
preventing G from generating low-diversity outputs too early (mode col-
lapse). To regularize D and reduce overconfidence, we use one-sided
label smoothing, replacing target label 1 with 0.9 in real samples to
make D less certain and avoid sharp decision boundaries. Additionally,
Gaussian noise ¢ ~ N'(0, 6?) is injected into real and fake inputs during
training to simulate natural variability and mitigate overfitting. These
tricks are known to prevent discriminator saturation and improve gen-
eralization. Convergence is monitored using multiple signals:

e The supervised F1 score on validation data,

¢ The Jensen-Shannon divergence, which is implicitly minimized by
the adversarial loss and reflects the closeness between real and gen-
erated distributions,

¢ Diversity in G’s outputs to detect and mitigate mode collapse,

and, if necessary, we adopt Wasserstein GAN with Gradient Penalty
(WGAN-GP) techniques to restore gradient stability. WGAN-GP replaces
the original binary loss with a Wasserstein-based distance metric and
enforces a Lipschitz constraint using gradient penalty:

Lweanp = Ex| (IV:D@l2 = 1)°].

which improves training when GANs are sensitive to high-dimensional
input distributions. GAN-IDS improves robustness because the discrim-
inator learns a richer and more defensive boundary by constantly con-
fronting a generator that produces hard negatives. This intrinsic adver-
sarial training complements exposure to external RL attacks and im-
proves robustness under distribution shift. In contrast to traditional su-
pervised classifiers that only learn from fixed training data, GAN-IDS
benefits from an evolving curriculum of adversarial samples. A risk is
that if G overfits the training distribution, D may underfit new adver-
sarial modes. Our active retraining loop captures such modes and feeds
them back into training, closing the gap. The loop ensures that the gen-
erator continues to produce relevant adversarial examples and that the
discriminator adapts in real time to unseen attack behaviors. During
inference only D is used, with the generator frozen unless future adver-
sarial augmentation is desired to refresh the hard-negative curriculum.
This makes deployment lightweight and keeps inference time compa-
rable to that of traditional DNN classifiers. In terms of computational
complexity, training GAN-IDS is more demanding than training a plain
DNN because it requires the optimization of two networks and coordi-
nated updates, but it remains cheaper than full RL attackers or other
dynamic defense models. The memory footprint is manageable at our
feature dimension d and we parallelize training across GPU cores.
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Compared with autoencoder (AE) detectors that rely on reconstruc-
tion error and implicitly assume malicious patterns are simply “far”
from benign in Euclidean space, GAN-IDS leverages adversarial gener-
ation rather than reconstruction, excelling when malicious patterns are
complex, multi-modal, subtle, or carefully crafted to hide within benign
manifolds. It is thus particularly suited for modern NIDS tasks where
attacker strategies continually evolve and evade static boundaries.

4.5. Active defense mechanism

The adaptive retraining loop forms the core of our framework’s ac-
tive defense mechanism, enabling the system to learn from new adver-
sarial attacks and update the NIDS model accordingly. Specifically, the
core of the active defense is the adaptive NIDS retraining process (Batch
Hardening) outlined in Algorithm 2. This mechanism ensures that the
NIDS learns from the attacker’s successful strategies, progressively hard-
ening its decision boundary.

The following points explain the active defense mechanism:

(a) Trigger Policies: We can trigger retraining after N, evasions or on
a schedule (e.g., daily). In experiments, N ,; = 20,000 balanced re-
sponsiveness against computational cost.

(b) Curriculum of Adversarial Samples: We stratify R, by perturbation
norms to avoid biasing the NIDS toward extreme samples while ig-
noring subtle ones.

(c) Catastrophic Forgetting: Fine-tuning can degrade performance on be-
nign traffic. We monitor benign FPR; if it drifts above a threshold,
we add a benign replay buffer to the retraining batch.

(d) Learning Rate Scheduling: We use a smaller learning rate (e.g., 1le-5)
during hardening to prevent overwriting earlier learned representa-
tions.

(e) Alternative Strategies: Instead of full retraining, we explored elastic
weight consolidation (EWC) and adapter layers to reduce compute
costs, which remain key areas for future work (see Section 7).

(f) Stopping Criteria: Retraining stops when the validation F1 score on an
adversarial holdout set is > 0.99 or after a maximum of 50 epochs.
Early stopping is used to reduce cost.

(g) Logging and Auditing: Every adversarial sample used for retraining is
stored with its hash and RL trajectory metadata for forensic analysis
and backtracking.

(h) Human-in-the-Loop Option: The framework supports an optional step
where security analysts can vet a subset of X,;, to ensure correct
labeling, preventing accidental model poisoning.

(i) Multiple Defender Models: The system can maintain an ensemble of
defender models and rotate them in a Moving Target Defense (MTD)
style, making the defense less predictable.

(j) Mathematical View: The retraining process solves the optimization
problem:

6" =arg min
Ocand

+ }‘[“adu(xadw 1; 0cand)] .

[‘Corig(Xtrain’ thin; ecand)

where 1 is a hyperparameter that weights the importance of the new
adversarial samples and 6.,,4 represents the candidate parameters
being optimized, which result in the hardened model parameters ¢’.

4.6. Integrated end-to-end workflow

The components described previously are integrated into a cohe-
sive, end-to-end workflow that simulates a co-evolutionary arms race
between the attacker and the defender. This process methodically moves
from establishing a baseline defense to subjecting it to intelligent attack
and finally to leveraging those attacks to build a hardened, more re-
silient system. The entire pipeline can be broken down into five distinct
phases, which are formalized in Algorithm 4.
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Phasel Setup and Baseline Training: The process begins with the
foundational DReLAB dataset. This data is rigorously prepro-
cessed (cleaned, scaled and dimensionality-reduced via PCA)
and then partitioned into distinct training, validation and test
sets to prevent data leakage. The initial, static NIDS classifier
(fy) is trained on the training set until it achieves optimal perfor-
mance on the validation set, measured primarily by the F1 score.
In parallel, if a Threat Analysis Module is used, the anomaly de-
tectors (D 4omq,) are trained exclusively on benign samples from
the training set to learn a model of normal network behavior.
This phase establishes the baseline performance of a conven-
tional, static defense before any adversarial interaction occurs.
Phase2 Adversarial Attack Simulation: With the baseline NIDS (f,)
in place, the adversarial simulation begins. A selected reinforce-
ment learning agent (z,,,.,) is unleashed against the NIDS. The
NIDS acts as the environment for the RL agent, providing a re-
ward signal based on the agent’s ability to perturb malicious
samples and cause them to be misclassified as benign (i.e., driv-
ing the malicious probability score below the evasion threshold
T,vade)- The agent is trained for a significant number of episodes,
allowing its policy to mature from random exploration to a so-
phisticated, targeted strategy for generating effective adversar-
ial samples.

Phase3 Performance Degradation and Evasion Collection: The ef-
fectiveness of the mature attacker policy is measured by evalu-
ating the baseline NIDS against a new set of adversarial samples
generated by the attacker. As documented in our results, this
typically leads to a catastrophic collapse of the NIDS’s perfor-
mance, with the F1 score for malicious traffic dropping to near-
zero. Crucially, every successful adversarial sample (x/ ) that
evades the NIDS is collected and stored in a dedicated reposi-
tory, X,4,. This repository forms the curriculum for the active
defense phase.

Phase4 Active Defense and Model Hardening: This phase embod-
ies the core of our active defense mechanism. The collected set
of successful evasions, X,,,, is labeled as malicious and con-
catenated with the original training dataset, (X, 4ins Yirain)- This
creates a new, hardened training set, (X,.,4in Yrerrain)» Which
contains both the original data and the specific patterns the at-
tacker learned to exploit. The NIDS model is then retrained on
this augmented dataset, typically using a lower learning rate to
fine-tune its decision boundary without catastrophically forget-
ting the original patterns. This step directly hardens the model
(fy — fy) against the observed attack vectors.

Phase5 Final Evaluation and Recovery Assessment: In the final
phase, the newly hardened NIDS model, f,, is evaluated on two
separate pools: (i) the untouched canonical test split for final Ac-
curacy and F1 reporting and (ii) a fresh attacker-generated eval-
uation pool for post-hardening robustness assessment. The per-
formance metrics (Final F1, Final Accuracy) are calculated and
compared to both the initial baseline and the degraded perfor-
mance. The success of the framework is quantified by the degree
to which the NIDS recovers its ability to correctly classify ma-
licious traffic, ideally returning to its initial high-performance
levels. This five-phase process provides a complete, reproducible
methodology for quantifying the vulnerability of static systems
and the efficacy of an active defense response.

Fig. 2 illustrates the five-phase pipeline:

. A baseline NIDS is trained on the cleaned DReLAB corpus.

. A reinforcement-learning attacker evolves its policy against that de-
tector.

. Successful evasions are harvested into the curriculum set X4,

. The NIDS is fine-tuned on the augmented dataset, producing a hard-
ened model f,.
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Algorithm 4 Complete active defense and hardening loop.

1:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

: Train baseline NIDS f, on (X,
. Initial F1, Initial Acc < Evaluate f, on the untouched canonical test

Input: Raw dataset D,,,,,
ture, RL attacker family

NIDS architecture, optional TAM architec-

: Output: Promoted hardened model f,+« and evaluation metrics

// Phase 1 - Setup, Split and Baseline Training

: (Xtrain’ Ytrain)’ (Xual’ Yual)’ (Xfest’ Ytest)’ Xadv

holdout
PreprocessAndSplit(D,

mu:)

: Fit all stateful preprocessors on X,,,;, only; apply them unchanged

Xadu

to Xva[’ Xtest and holdout

trains Yirain) With validation on (X, Y,,4/)

Split (Xtest’ Ytexr)

: if using TAM then

Train anomaly detector D, on benign samples from X

anomaly train

// Phase 2 - Adversarial Attack Simulation

: Initialize RL attacker 7, and define environment ‘Env‘ using f,

and optional D .1y
Train 7 in ‘EnV 0r Nyyaek episodes tO ODtain a mature policy
// Phase 3 - Model-Specific Degradation and Evasion Collection
Generate a fresh attacker-specific degradation pool from a disjoint
partition of unseen positive-class seeds
Degraded F1 « Evaluate f, on the attacker-generated degradation
pool
Route successful evasions through the TAM (if enabled) and store
accepted samples in repository R,
// Phase 4 - Guard-Railed Hardening
Build a stratified adversarial curriculum X" from R ,,, and sample
benign replay buffer By,,,,
Fine-tune f,, on (X, U X
tain candidate fy
Evaluate fy on (X4, Y,,) and on X0
if F1 improves and FPR remains bounded then

Promote fgx < for
else

Retain fy« < fp
// Phase 5 - Final Evaluation
Final F1, Final Acc < Evaluate fy« on the untouched canonical test
Split (Xtext’ Yrexr)
Robust F1 < Evaluate f,« on a fresh attacker-generated robustness
pool
Return fy«, (Initial F1, Degraded_F1, Final F1, Robust F1)

train U Byepign) With low learning rate to ob-

. The hardened model is re-evaluated on clean and adversarial traffic

and may feed into an additional loop (dashed arrow) for continued
hardening.

. Experimental setup and evaluation

This section provides a structured overview of the experimental

design and findings. First, we define the metrics and hardware used
throughout, covering robustness and error-balance metrics (Accuracy,
Precision, Recall, F1, FPR, FNR, MCC), attacker and perturbation signals
(ASR, ¢,, 7, query count) and cost measures in time and energy, to-
gether with the exact CPU/GPU platform and software stack; formal def-
initions appear in Table 5 and Section 5.1. Second, we establish the base-
line by confirming the high clean-traffic performance of GAN-IDS, DNN
and XGB (Accuracy =~ 0.99995 — 1.0000, F1 ~ 0.9995 — 1.0000), which
serves as the reference for all subsequent degradation and recovery anal-
yses and is summarized in Table 6. Next, we introduce the RL attack-
ers (A2C, PPO, DDQN, SAC) and show that the positive-class F1 score
on attacker-generated degradation pools collapses to 0.0000, with false
negatives surging into the tens of thousands. This degradation must be
interpreted separately from the near-perfect accuracy on the canonical
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Phase 4
Active Defense
(Retrain)

optional next cycle

Fig. 2. Integrated end-to-end workflow for the co-evolutionary active-defense loop. Each colored block corresponds to one phase of Algorithm 4; solid arrows show
the forward progression, while the dashed arrow indicates that the hardened model can seed another iteration of adversarial training and hardening.

Table 5
Evaluation metric definitions.

Metric Definition / Rationale

Accuracy (TP+TN)/(TP+TN + FP + FN); misleading
when classes are imbalanced.

Precision TP/(TP + FP); “how many flagged were truly
malicious”.

Recall (TPR) TP/(TP + FN); “how many malicious were
caught”.

F1 score Harmonic mean of Precision and Recall.

FPR FP/(FP+TN); false alarms per benign.

FNR FN /(TP + FN); missed malicious.

MCC Balanced correlation-like measure, robust to
imbalance [56].

ASR # successful evasions / total episodes.

¢, Norm Magnitude of perturbation; we report #,, 7.

Query Count Number of NIDS + detector queries per episode

(proxy for stealth).

Energy consumed, derived from logged power
sensors.

Wall-clock attack/defense runtime for cost
analysis.

Energy (kWh)

Time (s)

untouched test split. An accuracy illusion is documented per pair in Ta-
ble 8 and aggregated in Table 7, with cost-damage trade-offs visualized
in Figs. 3 and 4.

We then evaluate the complete active defense by combining the
optional TAM with adaptive retraining, quantifying detector-attacker
interactions and the ensuing cost-benefit landscape in Table 11 and
Fig. 5, reporting top hardened configurations in Table 10 and illustrat-
ing collapse-and-recovery trajectories in Fig. 6. We also provide a fo-
cused study of the most efficient attacker (A2C) against the most capa-
ble detector (WGAN-GP) with per-NIDS outcomes in Table 12. Finally,
Fig. 7 shows the attacker learning dynamics, reinforcing the need for
a continuously learning defense and we provide code, configurations,
dataset hashes and trained artifacts upon reasonable request, with pub-
lic release upon acceptance, to enable exact replication and cost-aware
comparison.

5.1. Evaluation metrics and hardware setup

We report a rich set of metrics to capture robustness, efficiency and
operational cost, as formally defined in Table 5. Each metric is paired
with a plain-language purpose so that security engineers can quickly
map numbers to operational risk. For example, when attacks flood the
system with undetected malicious flows, Recall plunges and FNR spikes;
when operators are overwhelmed with benign alerts, Precision falls and
FPR rises. MCC is included specifically to resist class imbalance, which
is common in NIDS settings where benign traffic dominates. We also
record attacker cost signals (query count, perturbation norm) and real-
world operational cost (time and energy) to support cost-aware threat
modeling and capacity planning.

All experiments were conducted on a consistent hardware and soft-
ware platform to ensure reproducibility.

¢ Hardware: Intel Xeon E5-2698 v4 CPU (2.20GHz), 128GB RAM and
an NVIDIA Tesla V100 GPU (16GB HBM2).

¢ Software: Python 3.8, PyTorch 1.12, TensorFlow 2.10, Scikit-learn
1.1 and Stable-Baselines3 1.6.
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¢ Energy Measurement: Power was logged using the NVIDIA Man-
agement Library (NVML) for the GPU and pyRAPL for the CPU at a
sampling rate of 1 Hz. Reported energy values (kWh) represent the
total energy consumed above the baseline idle draw over the dura-
tion of the experiment.

* Reproducibility: All code, configuration files, dataset hashes and
trained model artifacts are available from the corresponding author
upon reasonable request and will be released in a public repository
upon acceptance to facilitate replication of our results.

5.2. Baseline performance of static NIDS

To ground the subsequent attack and hardening results, we first es-
tablish a static baseline for the three NIDS backbones used throughout
the aggregate attacker study: GAN-IDS, DNN and XGB. Random For-
est (RF) is included in the broader detector-assisted hardening sweeps
reported later, but the attacker-only aggregate comparisons are kept
aligned with the three-model tables used to summarize the static base-
lines. Each model is trained once on the canonical training split and
evaluated on the canonical untouched test split of Table 3. These scores
constitute the “Initial” stage referenced in later sections. Although two
models achieve error-free performance on this split, these results should
be interpreted as strong separability on the DReLAB-derived corpus un-
der the stated leakage-safe protocol, not as evidence that the task is
universally solved. DReLAB is a purpose-built benchmark in which ad-
versarial botnet flows are distinguishable from benign traffic at the fea-
ture level by construction [46]. The high baseline is also consistent with
the near-perfect detection rates reported in other DReLAB-based stud-
ies prior to adversarial perturbation. The GAN-IDS model implements
our supervised GAN-IDS: the discriminator acts as the primary classifier
while the generator supplies hard negatives during training, yielding
a robust decision boundary through the adversarial learning dynamic.
The DNN detector is a supervised feed-forward network optimized with
cross-entropy and Adam and regularized with dropout. With direct su-
pervision and sufficient capacity, it reaches near-perfect separation on
clean data. The XGB detector is an Extreme Gradient Boosting ensemble
trained on the same feature set, providing a strong tree-based baseline
with fast inference and high interpretability.

On the canonical untouched test split, GAN-IDS and DNN achieve
error-free classification, while XGB remains near-perfect. The XGB resid-
ual counts (FP=10, FN=10 out of 406,020 test samples) yield Acc
~ 0.99995 and F1 = 0.9995. On the integrity of the reported baseline:
Four independent lines of evidence argue against train-test leakage. (i)
Non-zero XGB errors: XGB reports FP=10, FN =10 on 406,020 test sam-
ples; a tree ensemble evaluated on its own training data would pro-
duce FP=FN = 0. By construction, these residuals are a direct fingerprint
of genuine held-out evaluation. (ii) XGB residuals confirm out-of-sample
testing: had the test split overlapped with the training data, gradient-
boosted trees would be expected to achieve zero training error. The ten
non-zero residuals observed across more than 400K samples therefore
support the claim that evaluation was performed out of sample. (iii) RF
imperfection: the Random Forest model in Table 10 exhibits non-perfect
initial F1 in several attacker pairings, independently corroborating held-
out evaluation across a second model family. (iv) Attack vulnerability
is proof-by-contradiction: a model evaluated on its own training data
would exhibit memorized, attack-resistant boundaries; instead, every
attacker, NIDS pair drives malicious-class F1 to 0.0000, a collapse only
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Table 6

Baseline (pre-attack) performance per NIDS on the canonical untouched test
split (406,020 samples). These canonical values define the “Initial” stage used
throughout the paper. All models were trained on the training split only; no
hyperparameter tuning, preprocessing fitting, attacker generation, or retraining
used the test split. Models with zero errors achieve error-free test performance
under this corpus, while XGB exhibits small residual FP/FN resulting in near-
perfect metrics.

NIDS Acc F1 Fp FN Notes

GAN-IDS  1.0000 1.0000 0 0 Supervised GAN-IDS
(discriminator classifier)

DNN 1.0000 1.0000 0 0 Supervised feed-forward network,
CE loss, Adam

XGB 0.99995 0.9995 10 10 Gradient-boosted trees (XGBoost)

Table 7

Per-attacker averages across GAN-IDS, DNN and XGB. The first metric col-
umn reports mean post-attack F1 on attacker-generated degradation pools,
whereas the second metric column reports mean baseline accuracy on the un-
touched canonical test split before hardening. All attackers drive post-attack
F1 to zero, so the only separation is cost. A2C achieves the same destructive
effect in a fraction of the time and energy.

Attacker  Mean Post-Attack F1 ~ Mean Baseline Acc ~ Time Energy
(Degradation Pool) (Canonical Test) (s) (kWh)
A2C 0.0000 0.9999 1047.83 0.1106
DDQN 0.0000 0.9999 6027.39 0.6361
PPO 0.0000 0.9999 3679.19 0.3883
SAC 0.0000 0.9999 15881.14 1.6760

possible when the attacker exploits a boundary that genuinely general-
izes to unseen data. The resulting baseline, which we use as the reference
for degradation and recovery analyses, is summarized in Table 6.

5.3. Attacker efficiency investigation

This section reports the aggregated performance of attackers, macro-
averaged across the three static NIDS (i.e., GAN-IDS, DNN and XGB) as
summarized in Table 7 and computed from Table 8. For each attacker a
and metric m, we compute the unweighted arithmetic mean

el oy
n€{GAN-IDS,DNN.XGB}

a,n,m>

where x,,,, is the value of metric m for attacker a evaluated against
NIDS n. No weighting, scaling, or normalization is applied; each NIDS
model contributes equally. This choice corresponds to a macro-average
over NIDS and prevents any single NIDS model (for example, one with
a larger sample size or shorter runtime) from dominating the aggregate.
Because each of the three NIDS reports near-perfect pre-retrain accu-
racy, the aggregated accuracy before retraining is approximately 0.9999.
As a result, accuracy provides essentially no discrimination among at-
tackers in this setting. The only meaningful separation arises in the re-
sources consumed to obtain the same effectiveness, namely execution
time and energy, which are visualized in Figs. 3 and 4. All four attackers
drive the post-attack F1 score to zero on this NIDS set, making their ef-
fectiveness indistinguishable; the decisive criterion is therefore efficiency.

e A2C is the most efficient, achieving the lowest average execu-
tion time (1047.83s) and the lowest mean energy consumption
(0.1106 kWh). For adversaries seeking maximum damage per unit
cost, A2C is the preferred attacker. This implies that comparatively
simple RL agents can be highly destructive and should be incorpo-
rated into baseline threat models.

e PPO and DDQN form a middle tier. Both attain the same F1 collapse,
but PPO requires less time and power than DDQN, making it the
better efficiency choice between the two.
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Attacker Analysis: Damage vs. Cost in 3D
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Fig. 3. Three-dimensional analysis of attacker performance showing the trade-
off between impact (Mean False Negatives), execution time (s) and mean power
consumption (kWh). All attackers inflict high damage; their primary differen-
tiator is the cost to do so.

¢ SAC is the most expensive in both runtime and energy while provid-
ing no advantage in post-attack F1 and is therefore the least attrac-
tive option when resources matter.

When all attackers can reduce F1 to zero, the attack that does so with
minimal time and energy is the most consequential. In our experiments
this is A2C, underscoring the severity of threats posed by computation-
ally modest reinforcement learning agents.

5.3.1. The vulnerability of static defenses under adversarial attacks

The results revealed a pronounced vulnerability of static NIDS to
adaptive adversaries. When evaluated on attacker-generated degrada-
tion pools of unseen malicious/adversarial seeds, the number of false
negatives (FN) grows into the tens of thousands for every attacker-
NIDS pair and the malicious-class F1 score collapses to zero. This is
distinct from the canonical untouched test split used for baseline and
post-hardening evaluation. The broader lesson is an accuracy illusion:
when severe class imbalance is present, a model can appear healthy un-
der headline accuracy while failing catastrophically on the malicious
class.

To present the aggregate behavior, for each attacker @ and metric
m we again report the macro-average across NIDS (the same way we
did for the attacker), treating all NIDS models equally and applying no
normalization. Table 8 provides a complete per attacker NIDS snapshot:
accuracy before retraining, F1 score before and immediately after the
attack and the false positive/false negative counts at both stages. Across
rows, NIDS models that initially perform near perfectly (F1 Before ~ 1)
are compromised by adaptive attackers, with the F1 score collapsing to
0.0000 and tens of thousands of malicious flows evading detection (FN
After). The final two columns quantify the attacker-side cost (time and
energy). Fig. 3 visualizes the same pattern: while the damage axis (false
negatives) is uniformly high across attackers, separation arises from the
computational demands required to achieve that damage. In resource-
constrained adversarial environments (for example, botnets deployed on
limited hardware) A2C-like attacks are particularly realistic and dan-
gerous because they deliver maximal evasion at minimal cost.

The principal conclusions are as follows. First, perfect evasion in terms
of F1 is observed: for every attacker NIDS combination, F1 ., = 0.0000,
indicating a complete collapse of both precision and recall on malicious
traffic. Second, tens of thousands of false negatives appear in every case,
as documented in Table 8 and Fig. 3. Third, headline accuracy alone is a



I Ioannou et al.

Journal of Information Security and Applications 100 (2026) 104496

Attacker Performance Analysis: Effectiveness vs. Resource Cost
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Fig. 4. Attacker effectiveness versus computational cost. The left panel shows that all attackers cause near-total degradation of the F1 score. The center and right
panels show substantial variation in time and power required to achieve this effect, highlighting A2C as the most efficient.

poor robustness indicator under adaptive attacks, because it can conceal
severe degradation in malicious-class recall and F1 when benign traffic
dominates the evaluation mixture. Finally, there is a clear efficiency gap
between attackers: Fig. 4 shows that A2C achieves full damage at the
lowest cost, whereas SAC is orders of magnitude more expensive without
providing additional impact.

The dramatic F1 collapse to zero under adaptive RL attack is itself
empirical evidence against train-test leakage. A model evaluated on data
it was trained on would exhibit memorized, attack-resistant boundaries;
instead, every attacker-NIDS pair collapses completely, consistent with
models generalizing from training data to a genuinely unseen distribu-
tion that adaptive adversaries can systematically erode. The RF config-
urations in Table 10 further corroborate this: several attacker pairings
show non-perfect initial F1, independent of the DNN/GAN results.

These findings have direct design implications. Static NIDS implic-
itly assume a stationary environment, but adaptive attackers systemat-
ically exploit fixed decision boundaries until a detector becomes effec-
tively inert. Defensive practice should therefore: (i) adopt adversarially
focused metrics such as per-class precision/recall and explicit FP/FN
counts on malicious subsets; (ii) incorporate periodic or trigger-based
retraining or rotating ensembles to reduce predictability; and (iii)
pursue cost-aware threat modeling, recognizing that when multiple
attackers can achieve the same objective, the most consequential is the
one that does so with the lowest operational cost, which in our evalua-
tion is A2C.

Importantly, the present experiments show relative vulnerability and
recovery under adaptive pressure; they do not claim that the same abso-
lute error rates or recovery levels will transfer unchanged to operational
networks. DReLAB is intentionally clean and adversarially structured,
which makes it suitable for exposing failure mechanisms but likely in-
flates both baseline separability and post-hardening recovery compared
with noisier, temporally richer enterprise traffic. The cross-dataset repli-
cation on CICIDS2017 confirms that A2C retains its efficiency advan-
tage as the lowest-cost attacker and that the accuracy-illusion effect
persists, while also showing that absolute F1 values at baseline and post-
hardening are modestly lower on that corpus, consistent with the expec-
tation that DReLAB provides a best-case separability scenario.

5.4. Detailed analysis of attackers and TAM-driven detector selection

A central component of our adaptive hardening pipeline is the
Threat Analysis Module (TAM). This module functions as a lightweight
anomaly-detection front-end, strategically positioned to inspect all in-
coming traffic samples. Before a sample is added to the NIDS retraining
buffer, the TAM acts as a critical pre-screening filter. If the sample is
flagged as adversarial, it is routed to the adversarial repository and cu-
rated for hardening rather than allowed to pass as routine benign traffic.

Because this module is not mandatory, primarily due to its associated
computational cost, it is essential to precisely quantify the benefits it
confers.

To achieve this, we evaluated the final accuracy of the hardened
Network Intrusion Detection System (NIDS) under two distinct configu-
rations. The results, presented in Table 11, show a detailed breakdown
of these pairings. The Adversarial Detection Rate (ADR) reflects each
detector’s recall on its corresponding attacker’s samples, while the delta
(A) columns show the final impact on the NIDS’s F1 score and accuracy
compared to not using a detector. Costs are measured for the entire hard-
ening loop. A positive A means the detector helped, while a negative A
warns of harmful filtering (e.g., poisoning by omission). We visualize
this cost-benefit analysis for the most efficient A2C attacker in Fig. 5.
Overall, the granular results in Table 11 and Fig. 5 unveil three critical
themes that govern the deployment of such a layered defense:

a) Effective but Imperfect Detection is Sufficient. GAN and WGAN-
GP (and AE against all but the SAC attacker) generally achieve high
ADRs, typically above 90%; AE’s ADR falls to ~ 60% against SAC.
In contrast, the heuristic-based Isolation Forest (IF) struggles against
the more complex perturbations, with its ADR hovering around 60%
(58-62% depending on the attacker). Nonetheless, filtering even a
fraction of adversarial samples is enough to positively influence the
learning dynamics.

b) Overhead Scales with Attacker Sophistication. The computa-
tional cost of the TAM is highly dependent on the nature of the at-
tack. This is most evident when defending against the A2C agent. As
detailed in Table 11, the AE detector is the most effective in the A2C-
specific case (99.0% ADR) and incurs negligible time and power cost,
while WGAN-GP remains close in ADR (96.9%) and is retained for its
stronger overall robustness against more sophisticated attackers such
as SAC. This highlights a critical trade-off between attacker-specific
efficiency and cross-attacker reliability.

¢) Critical Failure Modes Emerge with Advanced Agents. Against
the formidable SAC agent, the limitations of simpler detectors be-
come a significant liability. Both the Autoencoder (AE) and Isolation
Forest (IF) not only fail to detect a large portion of the attacks (ADRs
of ~60%) but also appear to cause data poisoning by omission. By
failing to surface a sufficiently representative set of successful eva-
sions, they deprive the model of the attack evidence needed for re-
covery and degrade its final performance (AF1 =~ —0.20). In contrast,
the GAN-family detectors (GAN, WGAN-GP), which more accurately
model the data distribution, prove resilient to this failure mode.

Based on these findings, we offer the following practical guidance
for deploying a TAM in a real-world adaptive defense system:
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Table 8
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Per-attacker NIDS metrics before and after attack. The “Before (Canonical Test)” columns report canon-
ical baseline metrics on the untouched test split, whereas the “After (Degradation Pool)” columns report
results on model-specific attacker-generated degradation pools of unseen positive-class seeds. Because
each attacker is trained separately against each target NIDS, the degradation pool and thus the false-
negative totals can differ across NIDS for the same attacker family. Accordingly, this table should not be
interpreted as reusing training data or as applying one shared degradation pool to all models. A static
NIDS with high initial F1 score suffers a catastrophic collapse in F1 after being targeted by a mature
RL attacker, leading to tens of thousands of new false negatives. The final two columns report attacker

cost.
Atk NIDS Before (Canonical Test) After (Degradation Pool)  Cost
Acc F1 FP FN F1 FP FN Time (s) E (kWh)

A2C GAN-IDS ~ 1.0000  1.0000 0 0 0.0000 0 69644  1118.32 0.1180
A2C DNN 1.0000  1.0000 0 0 0.0000 14 87055  2282.70 0.2409
A2C XGB 0.9999 0.9995 10 10 0.0000 1 87055  91.73 0.0097
DDQN  GAN-IDS  0.9999  0.9999 1 0 0.0000 4 69644  17528.11 1.8498
DDQN  DNN 1.0000  1.0000 0 0 0.0000 32 87055  2365.13 0.2496
DDQN XGB 0.9999 0.9995 10 10 0.0000 1 87055 198.06 0.0209
PPO GAN-IDS ~ 1.0000  1.0000 0 0 0.0000 0 69644  3924.16 0.4141
PPO DNN 1.0000  1.0000 0 0 0.0000 0 87055  5199.59 0.5487
PPO XGB 0.9999 0.9995 10 10 0.0000 0 87055 3140.23 0.3314
SAC GAN-IDS ~ 0.9999  0.9999 1 0 0.0000 11 69644  40904.92  4.3169
SAC DNN 1.0000  1.0000 0 0 0.0000 0 87055  10175.07  1.0738
SAC XGB 0.9999 0.9995 10 10 0.0000 87055 1857.13 0.1960

e To profile the adversary, the framework matches detector complex-
ity to the capability of the expected threat. For attackers leveraging
sophisticated, continuous control strategies like SAC, simple heuris-
tic or reconstruction-based detectors are insufficient and potentially
harmful. In these scenarios, robust density estimators like WGAN-
GP are necessary. For example, WGAN-GP could be enabled contin-
uously in high-risk windows (e.g., during campaigns), falling back to
an AE +IF ensemble in low-risk windows to save energy while still
filtering obvious attacks.

¢ No single detector model excels against all threats, so detector en-
sembles remain a sensible deployment option. An optimal strategy
involves combining detectors that operate on different principles
(e.g., a reconstruction-based AE with a density-based WGAN-GP) to
cover complementary failure modes and provide a more robust de-
fense against unforeseen attack variations.

e Although our experiment deliberately limited metrics to isolate vari-
ables, a production system requires comprehensive telemetry and
monitoring. Logging true negatives and false positives on benign
traffic is mandatory to calculate detector precision, correctly tune
detection thresholds and mitigate alert fatigue for security opera-
tors. Without these statistics, apparent success may mask silent and
potentially catastrophic failure.

Overall, our results support a cost-aware but security-first use of
the TAM: several detectors yield gains, but WGAN-GP is the most
reliable overall detector, combining near-perfect ADR (~ 99%) with
resilience to the SAC agent’s advanced, continuous-control perturba-
tions, while explicitly avoiding the “poisoning by omission” failure ob-
served with lighter detectors under stronger attackers. Given this ro-
bustness, WGAN-GP should be the default choice in high-threat deploy-
ments or wherever SAC-like adversaries are plausible. For the A2C-
specific case, however, AE is the most cost-effective detector in our
own results. We also visualize this cost-benefit analysis for the most
efficient attacker, A2C, in Fig. 5. The figure clearly illustrates that,
against this specific attacker, the computational cost (represented by
the scatter points for time and power) is minimal across all detec-
tors, allowing the analysis to focus almost entirely on detection ef-
fectiveness, as represented by the bars, which indicate the Adversar-
ial Detection Rate (ADR). The results present a clear hierarchy of
performance:
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e The Autoencoder (AE) emerges as the most efficient and effective
detector in this scenario. It achieves the highest ADR of 99.0%, suc-
cessfully identifying nearly all adversarial samples generated by the
A2C attacker. Its computational cost is exceptionally low (~ 0.33s
of extra detector runtime and 3.8 x 1073 kWh), making it the superior
choice for a cost-benefit analysis.

e The GAN and WGAN-GP detectors are also highly effective, post-
ing strong ADRs of 95.2% and 96.9%, respectively. Their compu-
tational overheads are only ~ 0.58s, 6.4 x 107> kWh for GAN and
~0.65s, 7.2 x 107 kWh for WGAN-GP; these values are still negli-
gible in practice, so both detectors remain excellent and reliable al-
ternatives.

e In contrast, the Isolation Forest proves significantly less effec-
tive. Despite being the computationally cheapest option, its ADR
is only 60.8%. This low detection rate makes it an inefficient
choice from a security perspective, as its marginal cost savings
do not justify allowing nearly 40% of adversarial attacks to go
undetected.

In conclusion, when defending against a computationally efficient
adversary like A2C, the Autoencoder provides the optimal bal-
ance between near-perfect detection and minimal resource con-
sumption, making it the most cost-effective defensive layer in this
context.

Detector selection must be tuned to both threat sophistication and re-
source budget. For high-threat, reliability-first scenarios such as SAC-
driven attacks, the priority is to prevent data-poisoning-by-omission
and preserve the NIDS F1 score; here the density-estimation-based
WGAN-GP is indispensable, achieving a near-perfect ADR (~ 99%) and
standing as the only model that maintains overall accuracy despite
its higher time/energy cost. In contrast, when the adversary is less
capable and computational efficiency dominates, as with A2C, the
reconstruction-based Autoencoder achieves the highest A2C-specific
ADR in our results while roughly halving the overhead, providing the
best cost-benefit trade-off. Hence we advocate a profile-and-pivot strat-
egy: run WGAN-GP during high-risk windows or whenever SAC-like
behavior is detected, then fall back to the lightweight AE (optionally
with Isolation Forest) in low-risk periods, thereby aligning detector com-
plexity with adversary capability and avoiding unnecessary overhead
(Table 9).
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Detector Trade-Offs: Detection Rate vs. Cost (vs. A2C Attacker)
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Fig. 5. Detector Trade-Offs: Detection Rate vs. Cost (vs. A2C Attacker). The
bars show the adversarial detection rate (recall), while the points show the as-
sociated execution time and power consumption (on a log scale). The AE, GAN
and WGAN-GP detectors all achieve high detection rates with minimal compu-
tational cost against the A2C attacker.

Table 9

Threat Analysis Module (TAM) adversarial-detection rate
(ADR, in %), summarized from Table 11. Values are rounded
to one decimal place. Row/column “Avg.” values are un-
weighted macro-averages.

Attacker ~ AE GAN WGAN-GP Iso. Forest  Avg.
A2C 99.0 95.2 96.9 60.8 88.0
DDQN 99.0 89.4 99.0 58.9 86.6
PPO 99.0  96.0 92.5 59.5 86.8
SAC 59.4 705 99.0 62.0 72.7
Avg. 89.1 87.8 96.9 60.3 83.5

Table 10

Top 10 Performing Hardened NIDS Configurations. Initial F1 and Final
Acc/F1 are measured on the canonical untouched test split, whereas Deg.
F1 denotes pre-hardening performance on the corresponding attacker-
generated degradation pool.

Configuration (Att-Det-NIDS) Initial F1 Deg. F1 Final F1 Final Acc
DDQN-GAN-DNN 1.0000 0.1601 1.0000 1.0000
DDQN-IF-DNN 1.0000 0.0768 1.0000 1.0000
DDQN-AE-DNN 1.0000 0.0811 1.0000 1.0000
DDQN-WGAN-GP-DNN 1.0000 0.0909 1.0000 1.0000
SAC-IF-XGB 0.9999 0.0089 0.9999 0.9999
A2C-IF-RF 0.9999 0.0093 0.9999 0.9999
DDQN-IF-RF 0.9999 0.0081 0.9999 0.9999
DDQN-AE-RF 0.9999 0.0125 0.9999 0.9999
SAC-GAN-DNN 1.0000 0.0131 0.9997 0.9999
SAC-AE-DNN 1.0000 0.0062 0.9996 0.9999

5.5. Effectiveness of the resulting active defense framework

Having established the vulnerability of static systems, we next eval-
uate the core thesis of our work: the ability of the active defense frame-
work to harden the NIDS and restore performance. The reported Final F1
score and Final Accuracy correspond to evaluation on the canonical un-
touched test split after retraining, whereas the degraded pre-hardening
scores are measured on separate attacker-generated degradation pools.
This separation ensures that recovery results cannot be attributed to any
overlap between the retraining curriculum and the final evaluation par-
tition.

Fig. 6 visually demonstrates the entire process for key configura-
tions. It shows the NIDS performance across three stages against the
most efficient attacker (A2C): (1) Initial Performance (blue) is high.
(2) After Attack (red), performance collapses to zero. (3) After Hard-
ening (green), the active defense framework restores the F1 score to
near-perfect levels across all NIDS models. This demonstrates the effec-
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NIDS Performance Collapse and Recovery vs. A2C Attacker
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Fig. 6. NIDS Performance Collapse and Recovery vs. A2C Attacker. This chart
shows the malicious-traffic F1 score at three experimental stages: Initial (blue),
After Attack (red) and After Hardening (green). The active defense framework
successfully restores performance to near-perfect levels across all NIDS models.
(For interpretation of the references to colour in this figure legend, the reader
is referred to the web version of this article.)

tiveness of the adaptive retraining loop and provides clear empirical
evidence that an always-learning defense is mandatory in the presence
of learning attackers.

Table 10 lists the top 10 best-performing configurations after hard-
ening, sorted by the final malicious F1 score. The results are striking:
the top configurations, led by DDQN-GAN-DNN, achieve a perfect final
F1 score of 1.0000 with zero false positives or negatives. This indicates
that for certain attacker-defender pairings, our framework can produce
a perfectly resilient NIDS. The diversity of winning pairs also matters, as
it shows that the framework is not overfitted to a single recipe; different
base learners (DNN, RF, XGB) can be made resilient when coupled with
the right detector and retraining policy.

To further dissect the framework’s capabilities, we performed a de-
tailed analysis of a critical scenario: defending against the A2C attacker,
identified as the most efficient adversary (Fig. 6), using the WGAN-GP
detector, selected here not because it is the highest-ADR detector for
A2C specifically, but because it offers the strongest overall robustness
and benign-side trade-off across attacker families. This pairing repre-
sents a clash between a highly effective attacker and our most reliable
detector, serving as a robust test of the framework’s resilience. As shown
in Table 11, the WGAN-GP detector successfully identified 96.9% of the
malicious samples generated by the A2C attacker (ADR = 0.969). This
high detection rate is paramount, as it ensures the retraining buffer is
populated with high-quality, representative adversarial examples. The
cost for this high fidelity was a total hardening loop time of 1344.9 s and
a power consumption of 0.142 kWh.

Table 12 details the end-to-end performance for each NIDS model
when protected by the WGAN-GP detector against A2C, illustrating the
full collapse-and-recovery cycle. All three models (DNN, RF, XGB) expe-
rience a catastrophic performance degradation, with F1 scores dropping
to near-zero. However, after the active defense loop completes, all mod-
els recover to exceptionally high performance levels. Notably, the A2C-
WGAN-GP-RF configuration emerges as the top performer within
the A2C-WGAN-GP subset, fully restoring its F1 score to its pre-attack
level of 0.9999. This demonstrates that even when facing the most effi-
cient attacker, the framework can leverage a strong detector to guide a
traditional machine learning model like Random Forest back to a state
of near-perfect resilience. This finding reinforces the framework’s adapt-
ability and its ability to secure diverse NIDS implementations.

Sustainability of Hardening: To provide initial evidence on multi-
cycle dynamics, we executed a second full attack-harden iteration for
the A2C-WGAN-GP-DNN configuration. In this experiment, a fresh A2C
agent was trained from scratch against the already-hardened model
fo+ produced by Cycle 1. The hardened model exhibited substantially
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Detailed performance breakdown of attacker-detector pairings. The table shows the Adversarial Detection Rate (ADR) of each detector
against each attacker, the associated time and power costs and the final impact (A) on the NIDS’s F1 score and accuracy after hardening

compared to not using a detector.

Attacker  Detector ADR Det. Time (s)  Det. Energy (kWh)  Total Time (s)  Total Energy (kWh) AF1 AAcc

A2C AE 0.990 0.326 0.000038 1340.079 0.141433 —0.000024  —0.000002
A2C GAN 0.952  0.576 0.000064 1316.755 0.138973 0.000001 0.000000
A2C IF 0.608  0.203 0.000024 1351.216 0.142609 0.000008 0.000001
A2C WGAN-GP  0.969  0.648 0.000072 1344.915 0.141944 0.000003 0.000000
DDQN AE 0.990 0.739 0.000081 10311.785 1.088255 0.000029 0.000003
DDQN GAN 0.894  0.663 0.000072 1448.033 0.152827 —0.000031  —0.000003
DDQN IF 0.589  0.582 0.000063 5610.703 0.592128 0.000002 0.000000
DDQN WGAN-GP 0.990 0.716 0.000078 1535.792 0.162087 0.000029 0.000003
PPO AE 0.990  0.305 0.000035 4342.325 0.458282 0.000002 0.000001
PPO GAN 0.960  0.913 0.000100 4569.003 0.482198 —0.000001  0.000000
PPO IF 0.595  0.205 0.000024 4215.796 0.444930 —0.000027  —0.000002
PPO WGAN-GP 0925  0.575 0.000062 4223.760 0.445759 —0.000009  —0.000000
SAC AE 0.594  452.012 0.047705 14736.246 1.555155 —0.200000  —0.009184
SAC GAN 0.705  38.223 0.004036 1899.320 0.200452 0.000043 0.000004
SAC IF 0.620 1.992 0.000218 14594.616 1.540248 —0.200000 —0.009184
SAC WGAN-GP  0.990  1794.596 0.189391 13646.975 1.440228 0.000048 0.000004

Note: Detector precision, benign false-positive rate and alert-volume characteristics were not recorded in the primary attacker-
interaction table because the TAM was evaluated here specifically as a filter for adversarial samples destined for the retraining buffer.
A supplementary benign-traffic evaluation covering precision, FPR, AUROC, AUPRC and threshold-calibration rationale for all four
detectors is provided in Table 15. That evaluation confirms that WGAN-GP achieves the best trade-off between adversarial detection
and benign false-alarm rate, while IF has the lowest benign FPR at the cost of reduced adversarial recall against strong attackers.

Table 12

Detailed NIDS performance for the A2C attacker vs. the WGAN-GP detector
triplet. Initial F1 and Final Acc/F1 are measured on the canonical untouched
test split, whereas Deg. F1 is measured on the A2C-generated degradation
pool before hardening. The table illustrates the full collapse-and-recovery
cycle for each NIDS model.

Configuration (A2C-WGAN-GP-NIDS) Initial F1 Deg. F1 Final F1 Final Acc
A2C-WGAN-GP-RF 0.9999 0.0091 0.9999 0.9999
A2C-WGAN-GP-DNN 1.0000 0.0085 0.9998  0.9999
A2C-WGAN-GP-XGB 0.9999 0.0088 0.9997  0.9998

improved resilience: the attacker required approximately 2.4x more
episodes to reach the same evasion rate as in Cycle 1 and the result-
ing degradation-pool F1 dropped only to 0.31 (compared with 0.0000
in Cycle 1). A second round of curriculum collection and guard-railed
retraining restored post-hardening F1 to 0.9998 on the canonical test
split, with no measurable increase in benign FPR. These results, summa-
rized in Table 13, suggest that the hardening gains are retained across
at least two cycles and that the attacker faces a progressively harder op-
timization landscape. However, the experiment also revealed a modest
increase in total wall-clock time (+18%) due to the larger combined cur-
riculum and the attacker’s evasion strategy shifted toward lower-norm,
higher-query perturbations that are harder for the TAM to flag. Whether
this trend continues over additional cycles and whether persistent (non-
restarted) attackers can eventually overcome the hardened boundary,
remains an open question. A full multi-cycle study with both restarted
and persistent attackers across all NIDS backbones is identified as a pri-
ority for future work.

Finally, to underscore the dynamic nature of the threat our frame-
work is designed to counter, Fig. 7 illustrates the learning process of the
A2C attacker itself. The plot tracks the agent’s cumulative reward per
training episode, where a higher reward corresponds to a more success-
ful attack that evades the NIDS. The clear upward trend of the moving
average is direct evidence of a sophisticated adversary that continuously
learns and refines its policy over time to generate increasingly potent
adversarial samples. It is this persistent and adaptive threat model that
renders static defenses obsolete. The strong performance recovery de-
tailed in Tables 10 and 12 shows that the active defense framework
can neutralize this type of intelligent, learning-based attacker within
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RL Agent Performance: A2C-WGAN-GP-DNN
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Fig.7. RL Agent Performance: A2C-WGAN-GP-DNN. The plot tracks the agent’s
cumulative reward per training episode. The light gray line represents the raw
per-episode reward, while the blue line shows a smoothed moving average (win-
dow = 22). The clear upward trend of the moving average is direct evidence of
a sophisticated adversary that continuously learns and refines its policy to gen-
erate increasingly potent attacks. (For interpretation of the references to colour
in this figure legend, the reader is referred to the web version of this article.)

the controlled benchmark setting studied here, thereby demonstrating
its effectiveness and motivating the need for adaptive defenses in next-
generation networks.

More precisely, the results indicate the efficacy and necessity of
adaptive hardening within the controlled benchmark setting studied
here. They should not be read as evidence that the framework can be
inserted unchanged into a live SOC or inline IDS pipeline without ad-
ditional safeguards for streaming updates, rollback, threshold manage-
ment and temporary blind-spot control during retraining. The five-seed
variance analysis confirms that recovery to near-perfect F1 is stable
across runs (mean + std reported in Table 16), but statistical robust-
ness under distribution shift, as partially evidenced by the CICIDS2017
replication, requires further validation before production claims can be
made. The present contribution is therefore best understood as a strong,
statistically grounded research framework whose operationalization re-
mains an important next step.

5.5.1. System resistance to poisoning attacks and safeguards
Our active defense framework inherently exhibits resistance to
poisoning attacks during retraining, primarily through its Threat
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Two-cycle hardening results for the A2C-WGAN-GP-DNN configuration. Cycle 2 trains a fresh
A2C attacker against the Cycle 1 hardened model. The attacker is less effective and the defender

recovers with minimal additional cost.

Cycle  Pre-Atk F1 Post-Atk F1 Post-Harden F1 Atk Episodes  Time (s)  Energy (kWh)
1 0.9999 0.0000 0.9997 500 1345 0.142
2 0.9997 0.3100 0.9998 1200 1587 0.168

Analysis Module (TAM) and auditable hardening criteria. As dis-
cussed in Section 5 and detailed in Table 11, the TAM acts as a crucial
preliminary filter. By employing a suite of anomaly detectors (AE, IF,
GAN, WGAN-GP) trained exclusively on benign data, the system aims
to identify and flag subtle deviations characteristic of adversarial
samples before they enter the retraining curriculum.

For instance, the WGAN-GP detector proves particularly effective,
achieving a near-perfect Adversarial Detection Rate (ADR) of 99.0%
against sophisticated attackers like SAC. This high fidelity in identifying
adversarial samples ensures that successful evasions are correctly routed
into the adversarial repository and the curated hardening curriculum
rather than being omitted from retraining or mixed into routine benign
processing, which would otherwise distort the NIDS update signal.

However, our analysis also reveals potential vulnerabilities to poi-
soning by omission. As observed with simpler detectors like Autoen-
coder (AE) and Isolation Forest (IF) when faced with the SAC attacker,
their lower ADRs (around 60%) can lead to a significant AF1 score drop
(~ —0.20) for the NIDS. This occurs when these detectors fail to surface
a sufficiently representative set of successful evasions, thereby omitting
crucial attack patterns from the retraining curriculum. Such omissions
deprive the model of the attack evidence needed for recovery and de-
grade its final performance.

To further safeguard against poisoning attacks, the framework incor-
porates several measures:

e Stratified Curriculum of Adversarial Samples: This ensures the
retraining buffer isn’t overwhelmed by easy-to-detect or extreme ad-
versarial examples. By balancing different perturbation norms, the
system encourages learning from a diverse range of subtle and im-
pactful attacks, rather than becoming overly sensitive to easily gen-
erated noise.

¢ Guard-railed Promotion Criteria: The retraining process isn’t auto-
matic promotion. As outlined in Section 3.3 and Algorithm 4 (Phase
4), a hardened model (f,) is only promoted to production if key
metrics simultaneously improve (e.g., F1 score increases while FPR
and calibration error decrease, with MCC monitored for imbalance
robustness) on untouched holdout sets. This validation step acts as
a critical safeguard, preventing a poisoned or degraded model from
being deployed.
Benign Replay Buffer and Learning Rate Scheduling: To mitigate
catastrophic forgetting and resist poisoning by excessive adversar-
ial samples, the system can add a curated benign replay buffer to the
retraining batch and uses a small learning rate. This helps the NIDS
retain its ability to accurately classify benign traffic and prevents the
model from shifting its decision boundary too aggressively towards
misinterpreting benign patterns as adversarial.

e Full Telemetry and Auditing: The continuous logging of teleme-
try, including cryptographic hashes and RL trajectory metadata for
every adversarial sample used for retraining, provides an invaluable
audit trail. This allows security analysts to investigate the lineage
of any degraded model and identify potential sources of poisoning.
The “Human-in-the-Loop Option” (Section 4.5) further strengthens
this by enabling manual vetting of adversarial samples.

In summary, while the system’s adaptive nature makes it inherently
more resilient than static defenses, vigilance is crucial. The strategic use
of robust anomaly detectors within the TAM, coupled with stringent
validation criteria and comprehensive logging, are critical safeguards
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to maintain the integrity and effectiveness of the NIDS against sophisti-
cated poisoning attempts.

5.5.2. Deployment considerations and operational integration

A practical deployment would require careful integration with ex-
isting SOC, Security Information and Event Management (SIEM), or in-
line IDS workflows. In particular, retraining cannot be allowed to cre-
ate blind spots during model turnover, so shadow deployment, staged
promotion, rollback support and alert-threshold freeze policies would
be necessary. Likewise, the current framework is batch-oriented and
episodic, whereas operational NIDS observe continuous streams with
concept drift, delayed analyst feedback and bounded maintenance win-
dows. The human-in-the-loop vetting option improves safety but would
not scale to high-volume attack conditions without selective sampling
or prioritization mechanisms. These considerations do not invalidate
the present results, but they do clarify that the manuscript addresses
controlled adaptive-defense evaluation rather than full production en-
gineering. The framework is also adjacent to several related paradigms,
including continual-learning IDS, online learning, moving-target ensem-
ble rotation and non-adversary-explicit adaptive retraining and future
work should compare these alternatives directly to determine when ex-
plicit attacker-in-the-loop training provides the largest benefit relative
to engineering complexity.

5.6. Limitations

Several limitations of this work should be acknowledged. First, the
primary evaluation relies on the DReLAB dataset; generalizability to
other attack types (e.g., CICIDS2018, UNSW-NB15, ToN-IoT, Bot-IoT,
or ICX 2012) and real-world enterprise traffic requires further valida-
tion. The near-perfect baseline and recovery values reported on DReLAB
are therefore corpus-specific outcomes under the present protocol rather
than evidence of universal operational performance. An initial cross-
dataset replication on CICIDS2017 using the same pipeline confirms
qualitative consistency. Collapse dynamics, the accuracy illusion and the
A2C efficiency advantage all persist, while absolute F1 values at base-
line and post-hardening are modestly lower on CICIDS2017, consistent
with its noisier class boundaries. This corroborates the DReLAB findings
but also underscores that performance levels should not be extrapolated
to other corpora without re-evaluation. Second, our threat model in the
primary study assumes attackers can freely perturb all 39 features, but
many network features have semantic constraints (e.g., protocol flags,
packet sizes, timing consistency and header relationships) that may not
be preserved under arbitrary perturbations. A constrained-perturbation
ablation was conducted in which only 12 of the 39 raw features were
permitted to be perturbed. The mutable set comprised flow-level tim-
ing and volume statistics (e.g., flow duration, forward and backward
inter-arrival times, packet-length statistics and byte-rate counters) that
an attacker could plausibly influence by adjusting transmission sched-
ules or payload padding. The remaining 27 features, including protocol
flags, TCP window sizes, header lengths, flag counts and subflow iden-
tifiers, were held fixed because their values are dictated by protocol se-
mantics or are set by the operating-system stack and cannot be altered
independently without invalidating the flow. Table 14 lists the full par-
tition with justification for each decision. The ablation confirmed that
F1 collapse and recovery both persist under tighter bounds, while at-
tacker efficiency (episodes to evasion) is modestly reduced, providing
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Table 14

Partition of DReLAB raw features into mutable (attacker-controllable)
and immutable (protocol-constrained) subsets used in the constrained-
perturbation ablation. Mutable features are those an adversary could plau-
sibly influence by adjusting transmission timing, payload sizes, or sending
rates.

Status Features (representative) Rationale

Mutable Flow Duration, Fwd IAT (Mean, Timing and volume

(12) Std, Min, Max), Bwd IAT (Mean, statistics adjustable
Std), Pkt Len (Mean, Std), Flow via pacing, padding,
Bytes/s, Flow Pkts/s or batching

Immutable Protocol, TCP Flags (SYN, FIN, RST, Set by protocol

27) PSH, ACK, URG, CWE, ECE), semantics or OS

Fwd/Bwd Header Len, TCP Window
Size, Init Fwd/Bwd Win Bytes,
Subflow counts, Flag counts,
Down/Up Ratio

stack; altering them
independently would
produce invalid flows

evidence that the core findings are not an artifact of unconstrained fea-
ture access. Future work should enforce full traffic-space realizability
constraints as highlighted by He et al. [30]. Third, a dedicated benign-
traffic evaluation of all TAM detectors measuring precision, FPR, AU-
ROC and AUPRC on a held-out benign partition is now provided in Ta-
ble 15. WGAN-GP achieves the best adversarial-vs-benign trade-off; IF
has the lowest benign FPR; AE and the vanilla GAN show higher false-
positive rates that would require threshold tuning before production use.
Alert-volume characteristics under sustained benign traffic remain un-
measured and are a priority for follow-on work. Fourth, a five-seed vari-
ance analysis of the main attacker-NIDS configurations (Table 16) shows
that post-hardening F1 is stable (std < 0.003 across seeds for the top con-
figurations), providing statistical grounding for the recovery claims. Full
variance analysis over every attacker-detector-NIDS combination would
further strengthen robustness reporting. Fifth, the human-in-the-loop
option improves safety but would not scale to high-volume attack con-
ditions without selective sampling or prioritization. Sixth, the defense
is reactive rather than predictive. The framework learns from success-
ful evasions after they occur, which means that at least some attacks
succeed before the model adapts. Predictive or proactive approaches
could reduce this gap. Seventh, the generous 10-query episode bud-
get and score-based feedback may overstate attacker power relative to
rate-limited or partially observable production environments; a query-
budget sensitivity study (3, 5 and 10 steps) confirmed that collapse dy-
namics persist even under tighter budgets, though attacker efficiency is
reduced. Finally, while we demonstrate recovery after one hardening
cycle, long-term co-evolutionary dynamics with persistent adaptive at-
tackers, streaming traffic and repeated promotions require further study.

6. Discussion

This section synthesizes the empirical findings of Section 5 into a set
of principled observations that extend beyond a mere cross-model com-
parison, addressing the underlying dynamics, the novelty of the contri-
butions and the practical implications of deploying adaptive network
defenses.

6.1. Arms-race dynamics and emergent adversarial behavior

A defining characteristic of the co-evolutionary loop is that neither
the attacker nor the defender is ever truly “done” learning. Fig. 7 makes this
explicit for the A2C agent: the monotonically rising reward curve is not
incidental but reflects the agent discovering increasingly precise pertur-
bation directions over thousands of episodes. This mirrors known phe-
nomena in multi-agent learning, namely the existence of non-stationary
equilibria in which each player’s best response shifts as the opponent
adapts [4]. Critically, the RL attackers in our study never converge to
a fixed policy; they continue to improve until the episode budget is ex-
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hausted. Static NIDS architectures are, by construction, unable to re-
spond to this drift.

This observation yields a practical design principle: a defense system
that is evaluated only at a single snapshot in time will appear robust right
up until it is not. Table 8 documents exactly this phenomenon: models
with initial F1 = 1.0000 are wholly defeated within a few thousand at-
tacker episodes. The active-defense loop counteracts this by keeping the
defender’s update frequency commensurate with the attacker’s learning
rate, a property that static adversarial training lacks by definition.

6.2. Novelty beyond model comparison: What the results demonstrate

A surface reading of Tables 10 and 12 might suggest that the primary
contribution is a model-selection study. In fact, the novelty lies in three
dimensions that the tables jointly reveal but that no single table would
show on its own:

1. An integrated co-evolutionary testbed for NIDS hardening. No
prior work (see Table 1) simultaneously (a) drives the attacker
with continuous-control RL (SAC, PPO, A2C), (b) interposes an
anomaly-detection TAM before the retraining buffer and (c) enforces
guardrailed promotion criteria on the hardened model. The experi-
mental results are therefore not available from any existing baseline;
they require this exact pipeline.

2. Discovery of the “accuracy illusion” as a quantified, repeatable
phenomenon. The illusion is not merely noted in passing—it is re-
produced for every attacker-NIDS pair in Table 8, allowing a precise
characterization of when and by how much headline accuracy diverges
from malicious-class F1. This constitutes a contribution to NIDS eval-
uation methodology that is independent of any specific model.

3. Attacker efficiency as a threat-modelling dimension. The cost
analysis in Table 7 and Figs. 3-4 demonstrates that A2C achieves
identical damage to SAC at ~15x lower energy cost. This is an op-
erationally significant finding: threat models that evaluate attacker
capability alone, without accounting for cost, systematically underes-
timate the realistic threat posed by computationally modest adver-
saries.

6.3. Interpreting perfect and near-perfect scores

Near-perfect baseline metrics (Table 6) have been raised as a poten-
tial indicator of train-test leakage. Section 5.2 provides four independent
lines of evidence against this interpretation. From a broader perspective,
however, the question points to a methodological lesson: high baseline
accuracy on a purpose-built adversarial benchmark does not imply a solved
problem. DReLAB is explicitly designed so that DRL-generated adversar-
ial botnet flows are distinguishable from benign traffic at the feature
level under a standard supervised protocol [46]. The difficulty and the
scientific contribution lie in what happens after a mature RL attacker
begins exploiting those boundaries. The collapse of F1 to 0.0000 under
every attacker-NIDS pair (Table 8) is only possible if the models are gen-
uinely evaluated on held-out data that the attacker can systematically
erode. A memorized model would exhibit attack-resistant boundaries;
the observed collapse is proof-by-contradiction that the evaluation is
out-of-sample.

Furthermore, near-perfect recovery after hardening is not a trivial
outcome. The hardening loop must (i) select a stratified adversarial cur-
riculum from the evasion repository, (ii) mix it with a benign replay
buffer to prevent catastrophic forgetting, (iii) fine-tune with a conser-
vative learning rate and (iv) pass all guardrail metrics simultaneously
before the candidate model is promoted. If any of these stages were ab-
sent—as they are in all comparison systems in Table 1—recovery would
be incomplete or would degrade benign performance.
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6.4. Cost-aware deployment implications

The energy measurements reported throughout this paper (Tables 7,
11) constitute, to our knowledge, the first kWh-level cost breakdown in
the adversarial-NIDS literature. Several actionable implications follow.

First, the detector overhead is dominated by the attacker, not the detector
itself. Against A2C, all four TAM detectors add at most ~0.65s and 7 x
10> kWh to a ~1 300 s hardening loop. The decision to include a TAM is
therefore almost cost-free for the most likely threat class. The overhead
becomes significant only against SAC with WGAN-GP (~1 795 s detector
time), but SAC is itself the most expensive attacker to operate. A realistic
attacker with limited resources would prefer A2C, against which even
the heavyweight WGAN-GP adds negligible cost.

Second, the profile-and-pivot strategy advocated in Section 5 has a
quantitative basis: running WGAN-GP in high-risk windows and falling
back to AE in low-risk periods. The energy saving when switching
from WGAN-GP to AE against A2C is < 10~* kWh per hardening cycle,
whereas the security gain of WGAN-GP is essential only when SAC-like
adversaries are active. This offers a principled, measurable criterion for
an adaptive detector scheduling.

6.5. When is this framework preferable over simpler alternatives?

The co-evolutionary active defense loop introduced in this paper car-
ries non-trivial engineering complexity: it maintains a live RL attacker,
an anomaly-detection TAM, promotion logic and retraining orchestra-
tion. Simpler paradigms address overlapping goals with lower overhead
and practitioners should choose based on the dominant threat profile:

o Continual-learning IDS methods update model parameters incremen-
tally without storing evasion curricula or maintaining an explicit
attacker. They are well suited when the primary challenge is non-
adversarial concept drift (e.g., evolving user behaviour) rather than
strategic, policy-driven evasion.

o Online-learning baselines adapt per-sample in a streaming setting, of-
fering low latency but limited ability to curate or stratify adversarial
evidence. They may suffice when attack patterns are relatively ho-
mogeneous and do not require curriculum-based hardening.

e Ensemble-rotation / moving-target strategies cycle classifiers to reduce

predictability without an explicit attacker model, lowering engineer-

ing cost while increasing defence diversity. However, they do not
provide the same attacker-in-the-loop stress-testing evidence that
our framework delivers.

Classical adversarial training (FGSM/PGD augmentation) remains ef-

fective when the attacker model is narrow and gradient-accessible

and the full co-evolutionary complexity is not justified.

Our framework is preferable when the threat is strategic, adaptive and
query based, that is, when adversaries intentionally mutate traffic to ex-
ploit the detector and evolve their strategies over time. In such settings,
it provides auditable hardening evidence against worst-case adaptive
adversaries and quantifies both security recovery and operational cost.
A direct empirical comparison on shared datasets under identical eval-
uation protocols is identified as future work in Section 7.

6.6. Limitations in context

The limitations noted in Section 5.6 primarily concern the reliance
on DReLAB, the use of initial feature-space perturbations and the ab-
sence of full benign-side detector metrics in the main tables. These fac-
tors define the boundary conditions of the findings rather than under-
mining them. Four supplementary validation studies directly address
these boundaries. The CICIDS2017 replication confirms that collapse-
and-recovery dynamics and the accuracy illusion both generalize
beyond DReLAB, while absolute F1 values are modestly lower on the
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Table 15

TAM detector benign-traffic evaluation. Precision, Recall (ADR on adver-
sarial hold-out), FPR and AUPRC measured on held-out benign partition.
WGAN-GP achieves the best adversarial/benign trade-off; IF has the low-
est benign FPR; AE and GAN require threshold tuning before production
use.

Detector Precision  ADR (Recall)  Benign FPR  AUPRC

Autoencoder (AE) 0.81 0.74 0.19 0.83

Isolation Forest (IF) 0.94 0.61 0.06 0.79

GAN 0.78 0.82 0.22 0.85

WGAN-GP 0.96 0.99 0.04 0.98
Table 16

Five-seed variance analysis for key attacker-NIDS configurations (A2C at-
tacker, WGAN-GP detector). Post-hardening F1 mean =+ std across 5 inde-
pendent seeds. Recovery is stable with std < 0.003 for top configurations.

Configuration Initial F1 Post-Atk F1 ~ Post-Harden F1 ~ Std

A2C-WGAN-GP-DNN  0.9999 +0.0001  0.0000 0.9997 +0.0002  0.0002
A2C-WGAN-GP-RF 0.9999 +0.0001  0.0000 0.9998 +0.0001  0.0001
A2C-WGAN-GP-XGB  0.9999 +0.0001  0.0000 0.9996 + 0.0003  0.0003
SAC-WGAN-GP-DNN  0.9999 + 0.0001  0.0000 0.9995 +0.0004  0.0004

Table 17

Cross-dataset replication on CICIDS2017 using the identical
pipeline (A2C attacker, WGAN-GP detector, same split ratios
and guardrail criteria). Collapse-and-recovery dynamics and
the A2C efficiency advantage are qualitatively consistent with
DReLAB; absolute F1 values at baseline and post-hardening
are modestly lower, consistent with CICIDS2017’s noisier class

boundaries.
NIDS Initial F1 Post-Atk F1 Post-Harden F1 AF1
DNN 0.9821 0.0000 0.9784 +0.9784
RF 0.9837 0.0031 0.9801 +0.9770
XGB 0.9812 0.0000 0.9776 +0.9776

noisier corpus as expected (Table 17). The constrained-perturbation ab-
lation shows that A2C retains its efficiency advantage under semanti-
cally bounded perturbations, confirming the core attacker-ordering re-
sult is not an artifact of unconstrained feature access. The five-seed vari-
ance analysis (Table 16) establishes that near-perfect post-hardening F1
is reproducible rather than a lucky run. The benign-side detector eval-
uation (Table 15) provides the precision-FPR-AUPRC profile needed for
threshold calibration in production. Together, these four studies address
several of the key limitations while identifying multi-corpus coverage,
full realizability constraints and streaming deployment as the concrete
remaining steps.

In summary, the present findings are internally valid within the
DReLAB and CICIDS2017 settings but should not be extrapolated to
other corpora or deployment contexts without re-evaluation.

7. Conclusion and future work

This work introduced a hierarchical, modular Active Defense
System (ADS) that couples learning attackers with an adaptive,
closed-loop hardening process for machine-learning NIDS. Extensive
simulations demonstrated how static detectors can appear healthy and
effective under headline metrics while their ability to detect malicious
traffic collapses, with the F1 score for the malicious class effectively
driven to zero and false negatives rising into the tens of thousands on
attacker-generated degradation pools. These results were obtained un-
der a leakage-safe evaluation protocol that separates training, tuning,
degradation, retraining, holdout validation and final canonical testing,
with all stateful preprocessing fitted exclusively on training data and
all split identities fixed by persisted SHA hashes. The proposed system
converts these failures into a learning signal. Successful evasions are
curated, stratified and incorporated into controlled retraining alongside
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a benign replay buffer, resulting in consistent recovery to near-perfect
performance. In several pairings, such as the combination of a DDQN
attacker, a GAN detector and a DNN classifier, the final F1 score reached
1.0000 with no residual errors. The study also separated capability from
efficiency: although Soft Actor-Critic (SAC) is a powerful continuous-
control adversary, Advantage Actor-Critic (A2C) achieved the same de-
structive effect with the lowest time and energy cost and therefore rep-
resents a realistic baseline threat. The optional threat-analysis front-end
further strengthened resilience when implemented with strong density
estimators. In particular, a WGAN-GP detector delivered high adver-
sarial detection rates and avoided the “poisoning by omission” failure
observed with lighter detectors under stronger attackers. Overall, these
findings suggest a shift from fixed decision boundaries to adaptive de-
fenses that continually learn from and assimilate emerging attack modes
under auditable promotion criteria. At the same time, the present results
should be interpreted as evidence from a strong, controlled adversarial-
learning framework rather than as a claim of immediate deployment
readiness across arbitrary environments. The four supplementary valida-
tion studies, CICIDS2017 replication, constrained-perturbation ablation,
five-seed variance analysis and benign-side detector evaluation all con-
firm the qualitative robustness of the core conclusions while also reveal-
ing where absolute performance levels are corpus-specific and where
further engineering would be required before production use.

To state the generalization boundary explicitly, the quantitative re-
sults in this paper, including near-perfect baseline detection, complete
F1 collapse under attack and near-perfect post-hardening recovery, are
established on the DReLAB corpus under the stated leakage-safe proto-
col. The collapse-and-recovery pattern is qualitatively corroborated on
CICIDS2017 (Table 17), where absolute F1 values are modestly lower,
consistent with noisier class boundaries. These results should not be as-
sumed to transfer directly to arbitrary enterprise, IoT, or multi-domain
environments without fresh operational evaluation on representative
traffic. Extending the pipeline to at least two additional modern cor-
pora remains a priority next step before broader generalization claims
can be made.

Next steps focus on bringing the framework into live, streaming en-
vironments with strict latency budgets, online drift detection, safe roll-
back and full benign telemetry so precision and thresholds can be tuned
responsibly in production. A particularly important next step is to ex-
tend the full attack-collapse-hardening-recovery loop to at least two
additional modern datasets, such as CICIDS2018, UNSW-NB15, ToN-
IoT, Bot-IoT, or ICX 2012, using the same evaluation pipeline. The
CICIDS2017 replication reported here constitutes a first step; broader
multi-corpus coverage would test whether the accuracy-illusion effect,
attacker-efficiency ordering and detector-dependent recovery generalize
beyond the two corpora evaluated so far. To reduce operational costs,
retraining should evolve from full fine-tuning to parameter-efficient
adapters, regularization methods such as elastic weight consolidation,
rehearsal buffers and knowledge distillation. A systematic comparison
to adjacent defense paradigms is also warranted: continual-learning IDS
methods that update model parameters incrementally without storing
evasion curricula, online-learning baselines that adapt per-sample in a
streaming setting and ensemble-rotation schemes that cycle classifiers
without an explicit attacker model all address overlapping goals. Bench-
marking the proposed active-defense loop against these alternatives on
shared datasets and under identical evaluation protocols would clarify
when the overhead of maintaining a live RL attacker is justified over sim-
pler continual-adaptation strategies. Triggering should transition from
a fixed evasion count to risk-aware schedules that balance threat, la-
tency and energy, with policies that enable heavier detectors such as
WGAN-GP only during elevated-risk periods. Future experiments should
also impose full traffic-realizable perturbation constraints that preserve
packet-, flow- and protocol-level semantics; the constrained ablation in
this paper establishes a foundation, but enforcing complete realizabil-
ity rules would strengthen the threat-model realism. The threat model
should be expanded to include cooperative and multi-agent attackers,
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query-limited black-box scenarios, data poisoning and backdoor cam-
paigns and gradient-driven generators. Statistical robustness should be
extended beyond the five-seed variance analysis presented here by re-
peating the full experiment grid with confidence intervals and signif-
icance testing across all attacker-detector-NIDS combinations. Rotat-
ing, heterogeneous NIDS ensembles in a moving-target-defense style
merit study, paired with formal robustness reporting such as MCC and
ROC-AUC on adversarial splits and auditable model cards after each
promotion. Cross-dataset transfer experiments, where attackers trained
on one corpus attempt to evade detectors trained on another, would
provide a stronger test of generalization and attacker portability. Fi-
nally, an energy-aware view is needed: build joint attacker-defender
cost models in measured kilowatt-hours to optimize robustness per joule
and schedule hardening under power caps, while expanding evaluation
to additional corpora and richer feature spaces, including categorical
and sequential attributes. The optional human-in-the-loop vetting step,
where analysts review a subset of collected evasions before they en-
ter the retraining curriculum, provides an important safety net against
mislabeling and poisoning but does not scale to high-volume attack
scenarios. Future work should explore automated alternatives such as
confidence-gated routing (flagging only low-certainty samples for hu-
man review), active-learning sample selection to minimize the anno-
tation budget and anomaly-score thresholding as a proxy for analyst
triage, so that the loop can operate autonomously under sustained high
attack rates without compromising curriculum integrity. Because the
full framework combines RL attackers, anomaly detectors, promotion
logic, telemetry and retraining orchestration, future work should also re-
port engineering burden and maintenance complexity explicitly so that
the operational cost of adaptivity can be weighed against its security
benefits.

CRediT authorship contribution statement

Iacovos Ioannou: Writing — review & editing, Writing — origi-
nal draft, Visualization, Validation, Supervision, Software, Resources,
Project administration, Methodology, Investigation, Funding acquisi-
tion, Formal analysis, Data curation, Conceptualization; Christophoros
Christophorou: Writing — review & editing, Writing — original draft,
Visualization, Validation, Supervision, Software, Resources, Project ad-
ministration, Methodology, Investigation, Funding acquisition, Formal
analysis, Data curation, Conceptualization; Andreas Andreou: Writ-
ing - review & editing, Writing — original draft, Visualization, Valida-
tion, Supervision, Software, Resources, Project administration, Method-
ology, Investigation, Funding acquisition, Formal analysis, Data cu-
ration, Conceptualization; Marios Raspopoulos: Writing — review &
editing, Writing — original draft, Visualization, Validation, Supervision,
Software, Resources, Project administration, Methodology, Investiga-
tion, Funding acquisition, Formal analysis, Data curation, Conceptual-
ization; Constandinos Mavromoustakis: Validation, Supervision, Soft-
ware, Resources, Project administration, Methodology, Investigation,
Funding acquisition, Formal analysis, Data curation, Conceptualization;
Vasos Vassiliou: Writing — review & editing, Writing — original draft,
Visualization, Validation, Supervision, Software, Resources, Project ad-
ministration, Methodology, Investigation, Funding acquisition, Formal
analysis, Data curation, Conceptualization; Fabrizio Granelli: Writing
- review & editing, Writing — original draft, Visualization, Validation,
Supervision, Software, Resources, Project administration, Methodology,
Investigation, Funding acquisition, Formal analysis, Data curation, Con-
ceptualization.

Data availability

Data will be made available on request.



I Ioannou et al.
Declaration of competing interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influence
the work reported in this paper.

Acknowledgements

This work has received funding from the European Union’s Horizon
2020 Research and Innovation program under Grant Agreement No.
739578, the ADROIT6G project of the SNS-JU under Grant Agreement
No. 101095363 and the Government of the Republic of Cyprus through
the Deputy Ministry of Research, Innovation and Digital Policy.

Appendix A. Hyperparameter settings

For reproducibility, key hyperparameters used in the experiments
are listed in Table A.18.

Table A.18
Key hyperparameter settings for models.
Component Hyperparameter Value / Range
Hidden Layers [2, 3, 4, 5]
Units per Layer [64, 128, 256, 512]
DNN / ANN
/ Dropout Rate [0.1, 0.3, 0.5]

Learning Rate (a) [1073,1073] (Adam)

Num. Estimators [100, 200, 300]

Random Forest

Max Depth [10, 20, 30, None]
Num. Estimators [100, 200, 500]
XGBoost Learning Rate (1) [0.01, 0.1, 0.3]
Discount Factor (y) 0.99
Episode Length (7},,,,) 10 steps
RL Environment Evasion Threshold (z,,,4,) 0.5
Perturbation Weight (w,) 0.1
Replay Buffer Size 10°
Clipping Range (¢) 0.2
PPO Batch Size 256
SAC Target Ijlntropy (Hiarger) —dim(A)
Batch Size 256
DDON e-greedy Schedule Linear decay 1.0 to 0.05

Target Network Update Freq. 500 steps

Appendix B. Mathematical derivations

This appendix collects the complete mathematical derivations that
underpin two core components of the framework described in the main
text: the Adam optimizer used to train all neural-network-based NIDS
models and TAM detectors and the second-order Taylor approximation
that drives gradient boosting in XGBoost. Both derivations are refer-
enced at the point of use in Sections 4 and 2 but are relegated here
to preserve reading flow in the main body. All notation is consistent
with the corresponding main-text paragraphs; symbols introduced for
the first time in this appendix are defined locally.

B.1. Adam optimizer: Full derivation and parameter sensitivity

B.1.1. Motivation and background

Stochastic Gradient Descent (SGD) and its momentum-based variants
assign a single global learning rate to every parameter in the model.
While simple, this design is ill-suited to the heterogeneous loss land-
scapes produced by high-dimensional, sparse, or strongly-correlated fea-
ture spaces, all of which characterize the DReLAB network-traffic corpus
used in this work. The Adaptive Moment Estimation (Adam) algorithm
[44] addresses this by constructing a per-parameter effective learning
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rate from estimates of the first two statistical moments of the gradient
signal. Conceptually, Adam combines the benefits of Momentum (which
smooths noisy gradient directions) and RMSProp (which normalises the
update magnitude by a running estimate of the gradient variance), while
adding bias-correction terms that are critical during the initial training
steps.

B.1.2. Moment accumulation

Let 6 € RY be the parameter vector, f(0) the stochastic objective and
g = Vyf,0,_)) the mini-batch gradient at time step 7. Adam maintains
two exponential moving averages:

(B.1)
(B.2)

my=pfym_y+0-p)g,
vy =puv g +1- ﬂz)g,ezv

where © denotes element-wise squaring, m, € R’ is the first-moment
(mean) estimate and v, € R is the second-moment (uncentred variance)
estimate. The decay rates f,, , € [0, 1) control the effective window of
each running average: a value close to 1 retains a longer history, while
a value close to 0 makes the estimate highly reactive to the most recent
gradient.

B.1.3. Bias correction

Both m, and v, are initialised to the zero vector (m; = v, = 0). This
initialisation creates a systematic downward bias during early training
steps because the running averages have not yet accumulated sufficient
gradient history to reflect the true moments. To compensate, Adam com-
putes bias-corrected estimates:

Lo (B.3)
mt—l_ﬁiv .
o Uy (B.4)
D, = ——, .
t l—ﬁé

The correction factors 1/(1 — §}) and 1/(1 — §;) both approach unity as
t — o0, so the correction is only active in the early phase of training.
Without this correction, the effective step size would be unrealistically
small for the first several hundred iterations, materially slowing conver-
gence on the binary adversarial-vs-benign classification task.

B.1.4. Parameter update rule
The parameter vector is updated by:

rhi

o,

\/ﬁ_, +e€
where all operations are element-wise, «a is the global learning rate (step
size) and € > 0 is a small numerical stability constant that prevents di-
vision by zero when v, ~ 0. Intuitively, the denominator /7, + € acts as
a parameter-wise gradient scale: dimensions with consistently large gra-
dients receive smaller effective updates (preventing oscillation), while
dimensions with small or infrequent gradients receive proportionally
larger updates (accelerating learning in sparse regions of the feature
space).

0,=6,_,-

(B.5)

B.1.5. Hyperparameter choices in this work

Based on the recommendations of [44] and standard practice in
deep-learning-based NIDS literature, we fix f,=0.9, #,=0.999 and e=10"%
across all neural-network components (DNN, ANN, AE, GAN, WGAN-GP
critic). The learning rate « is treated as a tunable hyperparameter in the
range [107,1073] (see Appendix A); it is selected via grid search with
5-fold cross-validation on the training partition. The relatively narrow
search range reflects the empirical finding that Adam is robust to mod-
erate changes in « but sensitive to order-of-magnitude deviations, par-
ticularly in the fine-tuning phase of the active-defense hardening loop
where catastrophic forgetting is a concern.
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B.2. XGBoost: Second-order taylor approximation and optimal leaf scores

B.2.1. Motivation and additive model structure

Gradient Boosted Decision Trees (GBDTSs) learn an additive ensem-
ble jng) = Z,T:] f:(x;), where each f, is a regression tree belonging to
the function space F of classification and regression trees (CARTS). At
boosting round ¢, the objective to be minimised is:

n
Alt—1
[,(I) = Z 1()7,', y? )

i=1

1)) + Q). (B.6)
where /(- -) is a differentiable convex loss function (binary cross-entropy
in our binary classification setting), fzﬁt_l) is the accumulated prediction
from the first r—1 trees and Q(f,) is a regularisation term that penalises
tree complexity:

T,
QD=7 T+ 34 ) w, (B.7)

Jj=1

with 7, the number of leaves, w; the score of leaf j and y,1 > 0 the
leaf-count and L,-weight regularisation coefficients respectively.

B.2.2. Second-order Taylor expansion

Optimising Eq. (B.6) exactly requires evaluating the loss over all pos-
sible tree structures, which is NP-hard. XGBoost [9] sidesteps this by
replacing the loss with its second-order Taylor expansion around the

current prediction )7[(.'7”:

(e 3077 1) 13 570 ) + 00+ £, (B.8)

where the per-sample gradient statistics are defined as:

& =01y, ) o (B.9)
2 ~

hy =02 l(y;. ) )w- (B.10)

Here g; is the first derivative (gradient) and »; is the second derivative
(Hessian) of the loss with respect to the prediction, both evaluated at
the prediction produced by the current ensemble. Dropping terms that
are constant with respect to f, and substituting Eq. (B.8) into Eq. (B.6)
yields the simplified objective:

£0 =3 [s fied+ 5 i £ + Q7). ®.11)
i=1

B.2.3. Optimal leaf scores and split gain

Let 7; = {i | x; € leaf j} be the instance set at leaf j. Since each x;
is routed to exactly one leaf, f,(x;) = w,(,, where ¢ : RY — {1,...,T}}
is the tree’s routing function. Grouping terms by leaf and adding the
regularisation, Eq. (B.11) becomes:
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T;

E(r)=z zgi wj+% Zhi+ﬂ w/z_

j=1]\iez, i€1;

+rT,. (B.12)

Denoting G, = Z,Elj g and H; = Z,.GZJ_ h; and setting the derivative
of Eq. (B.12) with respect to w; to zero yields the optimal leaf
score:

G,

" j
L= - . B.13
YT TH 2 (B.13)

Substituting Eq. (B.13) back into Eq. (B.12) gives the optimal tree score
for a fixed structure q:

L G?

: I
FOG) = —= J
@="3 Z; H, + 4

+rT;. (B.14)
Eq. (B.14) serves as a scoring function for evaluating candidate tree struc-
tures: a lower value indicates a better fit subject to the complexity
penalty. In practice, evaluating all possible structures is still intractable,
so XGBoost uses a greedy, level-wise split search. For a candidate split
that partitions a leaf j into a left child L and a right child R, the split
gain is:

G%z (G +Gg)?

GZ
Gain:l L - -y
Hgp+A Hp+Hg+4

2(Hp+4

(B.15)

A split is accepted only when Gain > 0, i.e., the reduction in the
objective outweighs the leaf-count penalty y. By scanning all fea-
tures and candidate thresholds and selecting the split with the
highest positive gain, XGBoost constructs each tree greedily in
O(d nlog n) time (with histogram approximation reducing this further in
practice).

B.2.4. Connection to the main-text discussion

The derivation above explains two properties cited in the main
text. First, the per-sample Hessian h; effectively weights each sam-
ple’s contribution to the leaf score (Eq. (B.13)), giving XGBoost a
natural mechanism to down-weight samples that are already well-
predicted and focus capacity on harder examples, i.e., a property
that complements our adversarial retraining curriculum. Second, the
A term in the denominator of both w* and the gain formula pro-
vides L, regularisation on leaf weights, which reduces the magni-
tude of leaf scores and thereby limits the sensitivity of the classifier
to fine-grained continuous-feature perturbations of the kind produced
by our RL attackers. Together, these two properties explain why XG-
Boost remains competitive after active-defense hardening even though
its sharp partition boundaries are, in principle, more susceptible to ad-
versarial perturbation than the smooth decision surfaces of DNN-based
classifiers.
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Appendix C. List of acronyms

For the reader's convenience, a complete list of acronyms and ab-

breviations used throughout this paper is provided in Appendix C
(Table C.19).

Table C.19
Acronyms and abbreviations used in this paper.
Acronym Full Form
A2C Advantage Actor-Critic
ADR Adversarial Detection Rate
ADS Active Defense System
AE Autoencoder
ANN Artificial Neural Network
ASR Attack Success Rate
AUPRC Area Under the Precision-Recall Curve
AUROC Area Under the ROC Curve
BCE Binary Cross-Entropy
BIM Basic Iterative Method
CART Classification and Regression Tree
DDQN Double Deep Q-Network
DNN Deep Neural Network
DReLAB Deep Reinforcement Learning Adversarial Botnet
DRL Deep Reinforcement Learning
EVT Extreme Value Theory
EWC Elastic Weight Consolidation
FGSM Fast Gradient Sign Method
FNR False Negative Rate
FPR False Positive Rate
GAN Generative Adversarial Network
GAN-IDS GAN-based Network Intrusion Detection System
GBDT Gradient Boosted Decision Tree
GPD Generalized Pareto Distribution
IDS Intrusion Detection System
IF Isolation Forest
KL Kullback-Leibler
LSTM Long Short-Term Memory
MCC Matthews Correlation Coefficient
MDP Markov Decision Process
ML Machine Learning
MTD Moving Target Defense
NIDS Network Intrusion Detection System
ONNX Open Neural Network Exchange
PCA Principal Component Analysis
PGD Projected Gradient Descent
PPO Proximal Policy Optimization
RF Random Forest
RL Reinforcement Learning
SAC Soft Actor-Critic
SGD Stochastic Gradient Descent
SHAP SHapley Additive exPlanations
SIEM Security Information and Event Management
SOC Security Operations Center
SVD Singular Value Decomposition
SVM Support Vector Machine
TAM Threat Analysis Module
WGAN-GP Wasserstein GAN with Gradient Penalty
XGBoost Extreme Gradient Boosting
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